
TRI-COUNTY COMPUTER SERVICES ASSOCIATION
STATE REGION - ISA, WAYNE COUNTY

SAS - 70

APRIL 24, 1999 THROUGH JUNE 30, 2000





TRI-COUNTY COMPUTER SERVICES ASSOCIATION

TABLE OF CONTENTS

TABLE OF CONTENTS

I REPORT OF INDEPENDENT ACCOUNTANTS . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  1

II ORGANIZATION’S DESCRIPTION OF CONTROLS
CONTROL OBJECTIVES AND RELATED CONTROLS . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  3
ORGANIZATION . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  3
RELEVANT ASPECTS OF THE CONTROL ENVIRONMENT, RISK ASSESSMENT AND
MONITORING . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4

Control Environment . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4
Risk Assessment . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4
Monitoring . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5

INFORMATION AND COMMUNICATION . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5
GENERAL EDP CONTROLS . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6

Overall Operation of the IT Function . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  6
Acquisition and Implementation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6
Changes to Applications . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  7
Computer Security . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  7
Computer Operations . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  10

III. INFORMATION PROVIDED BY THE SERVICE AUDITOR

GENERAL EDP CONTROLS PLACED IN OPERATION AND TESTS OF OPERATING
EFFECTIVENESS . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  14

Overall Operation of the IT Function . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  14
Changes to Applications . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  15
Computer Security . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  16
Computer Operations . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  24

IV. OTHER INFORMATION PROVIDED BY THE ORGANIZATION

Consortium Profile . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  27



This Page Intentionally Left Blank



88 East Broad Street

P.O. Box 1140

Columbus, Ohio 43216-1140

Telephone 614-466-4514

800-282-0370

Facsimile  614-466-4490

www.auditor.state.oh.us

REPORT OF INDEPENDENT ACCOUNTANTS

Executive Committee
Tri-County Computer Services Association  (TCCSA)
Wayne County
2125-B Eagle Pass
Wooster, Ohio  44691

To the Members of the Executive Committee:

We have examined the accompanying description of controls of the Tri-County Computer Services
Association (TCCSA) applicable to the processing of transactions for users of the Uniform School
Accounting System (USAS), Uniform Staff Payroll System (USPS), School Asset Account
System/Equipment Inventory Subsystem (SAAS/EIS), and Education Management Information System
(EMIS).  Our examination included procedures to obtain reasonable assurance about whether (1) the
accompanying description presents fairly, in all material respects, the aspects of the TCCSA’s controls that
may be relevant to a member school district’s internal control as it relates to an audit of financial statements;
(2) the controls included in the description were suitably designed to achieve the control objectives specified
in the description, if those controls were complied with satisfactorily and member school districts applied the
internal controls contemplated in the design of the TCCSA’s controls; and (3) such controls had been placed
in operation as of June 30, 2000.  The control objectives were specified by the TCCSA management for the
processing of USAS, USPS, SAAS/EIS, and EMIS with the assistance of the Ohio Department of Education.
Our examination was performed in accordance with standards established by the American Institute of
Certified Public Accountants and included those procedures we considered necessary in the circumstances
to obtain a reasonable basis for rendering our opinion.

As discussed in the accompanying description, TCCSA has a reciprocal agreement for use of hardware at
another Data Acquisition Site.  However, a formal disaster recovery plan has not been developed.  The
deficiency results in policies and procedures not being suitably designed to meet the control objective,
“Adequate plans should exist for the recovery of critical resources following an event which disrupts data
processing services for an extended period of time.”

In our opinion, the accompanying description of the aforementioned controls presents fairly, in all material
respects, the relevant aspects of the TCCSA's controls that had been placed in operation as of June 30,
2000.  Also, in our opinion, except for the matter described above, the controls, as described, are suitably
designed to provide reasonable assurance the specified control objectives would be achieved if the
described controls were complied with satisfactorily and member school districts applied the controls
contemplated in the design of the TCCSA's controls.

In addition to the procedures we considered necessary to render our opinion as expressed in the previous
paragraph, we applied tests to specific controls, listed in Section III, to obtain evidence about their
effectiveness in meeting the control objectives, described in Section III, during the period from April 24, 1999
to June 30, 2000.  The specific controls and the nature, timing, extent, and results of the tests are listed in
Section III.  This information has been provided to member school districts of the TCCSA and to their
auditors to be taken into consideration along with information about the internal control at member school
districts, when making assessments of control risk for member school districts.  In our opinion, except for
the matter described above, the controls that were tested, as described in Section III, were operating with
sufficient effectiveness to provide reasonable, but not absolute, assurance the control objectives specified
in Section II were achieved during the period from April 24, 1999 to June 30, 2000. 



The relative effectiveness and significance of specific controls at the TCCSA and their effect on
assessments of control risk at member school districts are dependent on their interaction with the controls
and other factors present at individual member school districts.  We have performed no procedures to
evaluate the effectiveness of controls at individual member school districts.

The information in Section IV describing the consortium profile information is presented by the TCCSA to
provide additional information and is not part of the TCCSA’s description of controls that may be relevant
to a user organization’s internal control.  Such information has not been subjected to the procedures applied
in the examination of the description of the controls applicable to the processing of transactions for member
school districts and, accordingly, we express no opinion on it. 

The description of controls at the TCCSA is as of June 30, 2000, and information about tests of the operating
effectiveness of specified controls covers the period from April 24, 1999 to June 30, 2000.  Any projection
of such information to the future is subject to the risk that, because of change, the description may no longer
portray the controls in existence. The potential effectiveness of specific controls at the TCCSA is subject to
inherent limitations and, accordingly, errors or fraud may occur and not be detected.  Furthermore, the
projection of any conclusions, based on our findings, to future periods is subject to the risk that (1) changes
made to the system or controls, (2) changes in processing requirements, or (3) changes required because
of the passage of time may alter the validity of such conclusions.

This report is intended solely for use by the management of the TCCSA, its member school districts, and
the independent auditors of its member school districts.

JIM PETRO
Auditor of State

June 30, 2000
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 c
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t c
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re
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 o
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 re
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 m
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.
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at
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 f
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at
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 p
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 c
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at
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r t
ra
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.
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 m
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l p
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 b
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 c
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 c
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 p
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 re
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 c
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at
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at
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 d
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r d
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r d
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at
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t c
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” b
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 d
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t p

ro
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 d
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e 

ov
er

si
gh

t o
f t

he
 T

C
C

S
A

.  



T
R

I-C
O

U
N

T
Y

 C
O

M
P

U
T

E
R

 S
E

R
V

IC
E

S
 A

S
S

O
C

IA
T

IO
N

D
E

S
C

R
IP

T
IO

N
 O

F
 C

O
N

T
R

O
LS 5

A
s 

a 
re

gu
la

r 
pa

rt
 o
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ee
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:
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 p
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at
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at
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 d
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 re
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at
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.
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l r
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l d

is
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ic
ts
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T
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s
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 c
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se
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m
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 d
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 b
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dd
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en
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 C
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 p
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g
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S
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n 
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m
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s 
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h 
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 d
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en
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 p
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 m
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r 
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e 
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l c
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 d
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 c
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r p
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 p
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l p
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l c
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 d
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 b
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 p
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t. 
M

gr
. S

of
tw

ar
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 o
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ra
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at
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R
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E
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at
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 p
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 d
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f c
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f c
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 d
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s.

T
o 

lim
it 

ac
ce

ss
 to

 s
ec

ur
ity

 fi
le

s,
 th

e 
T

C
C

S
A

 h
as

 li
m

ite
d 

th
e 

W
O

R
LD

 a
cc

es
s 

fo
r t

he
 S

Y
S

U
A

F
.D

A
T

 fi
le

, w
hi

ch
 c

on
ta

in
s 

ac
co

un
t i

nf
or

m
at

io
n 

to
 id

en
tif

y
w

hi
ch

 u
se

rs
 a

re
 a

llo
w

ed
 a

cc
es

s 
to

 a
cc

ou
nt

s 
on

 th
e 

sy
st

em
; t

he
 N

E
T

P
R

O
X

Y
.D

A
T

 fi
le

, w
hi

ch
 c

on
ta

in
s 

pr
ox

y 
ac

co
un

t i
nf

or
m

at
io

n 
to

 id
en

tif
y 

w
hi

ch
re

m
ot

e 
us

er
s 

ar
e 

al
lo

w
ed

 a
cc

es
s 

to
 p

ro
xy

 a
cc

ou
nt

s 
on

 th
e 

sy
st

em
; a

nd
 th

e 
R

IG
H

T
S

LI
S

T
.D

A
T

 fi
le

, w
hi

ch
 c

on
ta

in
s 

na
m

es
 o

f t
he

 r
es

er
ve

d 
sy

st
em

id
en

tif
ie

rs
 a

nd
 id

en
tif

ie
rs

 fo
r 

ea
ch

 u
se

r.

T
he

 s
ys

te
m

 fo
rc

es
 s

ta
ff 

us
er

s,
 w

ho
 u

se
 th

e 
va

rio
us

 s
of

tw
ar

e 
pa

ck
ag

es
, t

o 
pe

rio
di

ca
lly

 c
ha

ng
e 

th
ei

r 
pa

ss
w

or
ds

.  
T

he
 D

E
F

A
U

LT
 a

cc
ou

nt
 p

as
sw

or
d

lif
et

im
e 

fie
ld

 h
as

 b
ee

n 
se

t t
o 

a 
lif

et
im

e 
of

 9
0 

da
ys

.  
W

he
n 

a 
us

er
 is

 a
dd

ed
 to

 th
e 

sy
st

em
, t

he
y 

ar
e 

se
t u

p 
w

ith
 a

 te
m

po
ra

ry
 p

as
sw

or
d.

  T
he

 s
ys

te
m

 th
en

fo
rc

es
 th

e 
us

er
 to

 c
re

at
e 

a 
un

iq
ue

 p
as

sw
or

d 
w

he
n 

th
ey

 fi
rs

t l
og

in
.

T
he

 o
pe

ra
tin

g 
sy

st
em

 h
as

 s
ys

te
m

 p
ar

am
et

er
s 

ca
lle

d 
S

Y
S

G
E

N
 p

ar
am

et
er

s,
 w

hi
ch

, w
he

n 
se

t a
pp

ro
pr

ia
te

ly
, c

on
tr

ol
 a

nd
 m

on
ito

r 
si

gn
-o

n 
at

te
m

pt
s.

T
he

re
 a

re
 p

ar
am

et
er

s 
in

 p
la

ce
 to

 c
on

tr
ol

 c
er

ta
in

 a
sp

ec
ts

 o
f t

he
 s

ig
n-

on
 p

ro
ce

du
re

, w
hi

ch
 in

cl
ud

e 
th

e 
fo

llo
w

in
g:

C
T

he
 te

rm
in

al
 n

am
e 

is
 p

ar
t o

f t
he

 a
ss

oc
ia

tio
n 

st
rin

g 
fo

r 
th

e 
te

rm
in

al
 m

od
e 

of
 b

re
ak

-in
 d

et
ec

tio
n.

C
R

es
tr

ic
tio

n 
on

 th
e 

tim
e 

a 
us

er
 h

as
 to

 c
or

re
ct

ly
 e

nt
er

 a
 p

as
sw

or
d 

on
 a

 te
rm

in
al

 o
n 

w
hi

ch
 th

e 
sy

st
em

 p
as

sw
or

d 
is

 in
 e

ffe
ct

.  

C
A

m
ou

nt
 o

f t
im

e 
a 

us
er

 te
rm

in
al

, o
r n

od
e,

 is
 p

er
m

itt
ed

 to
 a

tte
m

pt
 a

 lo
go

n 
be

fo
re

 th
e 

sy
st

em
 a

ss
um

es
 th

at
 a

 b
re

ak
-in

 a
tte

m
pt

 is
 o

cc
ur

rin
g 

an
d

ev
as

iv
e 

ac
tio

n 
is

 ta
ke

n.
  

C
T

he
 p

er
io

d 
fo

r 
w

hi
ch

 e
va

si
ve

 a
ct

io
n 

is
 ta

ke
n 

is
 v

ar
ia

bl
e 

an
d 

w
ill

 g
ro

w
 a

s 
fu

rt
he

r 
lo

go
n 

fa
ilu

re
s 

ar
e 

de
te

ct
ed

 fr
om

 th
e 

su
sp

ec
t s

ou
rc

e.
  

C
T

he
 n

um
be

r 
of

 r
et

ry
 a

tte
m

pt
s 

al
lo

w
ed

 fo
r 

us
er

s 
at

te
m

pt
in

g 
to

 lo
go

n 
be

fo
re

 e
va

si
ve

 a
ct

io
n 

co
ns

is
ts

 o
f r

ef
us

in
g 

to
 a

llo
w

 a
ny

 lo
go

ns
 d

ur
in

g 
a

de
si

gn
at

ed
 p

er
io

d 
of

 ti
m

e.
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S
ys

te
m

 p
ar

am
et

er
 s

ta
nd

ar
ds

 h
av

e 
be

en
 e

st
ab

lis
he

d 
th

ro
ug

h 
th

e 
us

e 
of

 C
om

pa
q 

es
ta

bl
is

he
d 

de
fa

ul
ts

.  
A

ny
 c

ha
ng

es
 a

re
 lo

gg
ed

 a
nd

 re
vi

ew
ed

 b
y 

th
e

E
xe

cu
tiv

e 
D

ire
ct

or
 o

r 
by

 th
e 

S
of

tw
ar

e 
A

pp
lic

at
io

ns
 a

nd
 S

up
po

rt
 M

an
ag

er
 in

 th
e 

E
xe

cu
tiv

e 
D

ire
ct

or
’s

 a
bs

en
ce

. 

A
 ti

m
eo

ut
 p

ro
gr

am
, H

IT
M

A
N

, i
s 

us
ed

 to
 m

on
ito

r 
te

rm
in

al
 in

ac
tiv

ity
 a

nd
 lo

g-
of

f i
na

ct
iv

e 
us

er
s 

af
te

r 
a 

pr
ed

et
er

m
in

ed
 p

er
io

d 
of

 ti
m

e 
of

 n
on

-u
se

.  
T

he
us

e 
of

 th
is

 p
ro

gr
am

 h
el

ps
 to

 r
ed

uc
e 

th
e 

ris
k 

of
 a

n 
un

at
te

nd
ed

 te
rm

in
al

 b
ei

ng
 u

se
d 

to
 e

nt
er

 u
na

ut
ho

riz
ed

 tr
an

sa
ct

io
ns

.  
A

ls
o,

 ti
m

eo
ut

 p
ro

gr
am

s 
ai

d
in

 e
ffi

ci
en

t u
se

 o
f s

ys
te

m
 r

es
ou

rc
es

 b
y 

m
ai

nt
ai

ni
ng

 c
on

ne
ct

iv
ity

 w
ith

 o
nl

y 
ac

tiv
e 

sy
st

em
 u

se
rs

.

T
he

 fo
llo

w
in

g 
de

te
ct

io
n 

co
nt

ro
l a

la
rm

s 
ha

ve
 b

ee
n 

en
ab

le
d 

th
ro

ug
h 

O
pe

n 
V

M
S

 to
 m

on
ito

r 
an

y 
se

cu
rit

y 
vi

ol
at

io
ns

:

A
C

L:
 G

iv
es

 fi
le

s 
ow

ne
rs

 th
e 

op
tio

n 
to

 s
el

ec
tiv

el
y 

al
ar

m
 c

er
ta

in
 fi

le
s 

an
d 

ev
en

ts
.  

R
E

A
D

, W
R

IT
E

, E
X

E
C

U
T

E
, D

E
LE

T
E

 o
r 

C
O

N
T

R
O

L 
m

od
es

 c
an

 b
e

au
di

te
d.

A
U

D
IT

:  
P

ro
du

ce
s 

a 
re

co
rd

 o
f w

he
n 

ot
he

r 
se

cu
rit

y 
al

ar
m

s 
w

er
e 

en
ab

le
d 

or
 d

is
ab

le
d.

  

A
U

T
H

O
R

IZ
A

T
IO

N
: E

na
bl

es
 a

ud
iti

ng
 o

f c
ha

ng
es

 m
ad

e 
to

 th
e 

sy
st

em
 U

A
F

 o
r 

ne
tw

or
k 

pr
ox

y 
au

th
or

iz
at

io
n 

fil
e 

in
 a

dd
iti

on
 to

 a
ud

iti
ng

 c
ha

ng
es

 to
 th

e
rig

ht
s 

da
ta

ba
se

. T
he

 E
xe

cu
tiv

e 
D

ire
ct

or
 c

an
 s

pe
ci

fy
 th

e 
A

U
T

H
O

R
IZ

A
T

IO
N

 k
ey

w
or

d 
w

ith
 th

e 
/E

N
A

B
LE

 q
ua

lif
ie

r 
of

 th
e 

S
E

T
 A

U
D

IT
 c

om
m

an
d.

B
R

E
A

K
-I

N
:  

P
ro

du
ce

s 
a 

re
co

rd
 o

f b
re

ak
-in

 a
tte

m
pt

s.
  T

he
 E

xe
cu

tiv
e 

D
ire

ct
or

 c
an

 s
pe

ci
fy

 th
e 

B
R

E
A

K
IN

 k
ey

w
or

d 
w

ith
 th

e 
/E

N
A

B
LE

 q
ua

lif
ie

r 
of

 th
e

S
E

T
 A

U
D

IT
 c

om
m

an
d 

to
 a

ud
it 

br
ea

k-
in

 a
tte

m
pt

s.
  T

he
 E

xe
cu

tiv
e 

D
ire

ct
or

 c
an

 a
ud

it 
th

e 
D

IA
LU

P
, L

O
C

A
L,

 R
E

M
O

T
E

, N
E

T
W

O
R

K
, a

nd
 D

E
T

A
C

H
E

D
br

ea
k-

in
 ty

pe
s 

ca
n 

be
 a

ud
ite

d.

S
ec

ur
ity

 v
io

la
tio

ns
 a

re
 re

vi
ew

ed
 o

n 
a 

da
ily

 b
as

is
.  

A
 b

at
ch

 p
ro

ce
ss

ed
 c

om
m

an
d 

pr
oc

ed
ur

e 
ex

ec
ut

es
 e

ac
h 

ni
gh

t t
o 

ex
tr

ac
t a

ny
 s

ec
ur

ity
 v

io
la

tio
ns

 fr
om

th
e 

op
er

at
or

 lo
g 

an
d 

pl
ac

e 
th

em
 in

 a
 fi

le
 fo

r 
su

bs
eq

ue
nt

 r
ev

ie
w

 b
y 

E
xe

cu
tiv

e 
D

ire
ct

or
 a

nd
 th

e 
A

pp
lic

at
io

ns
 a

nd
 S

of
tw

ar
e 

S
up

po
rt

 M
an

ag
er

.
T

he
 r

ep
or

t c
on

ta
in

s 
in

fo
rm

at
io

n 
on

 u
ns

uc
ce

ss
fu

l l
og

on
 a

tte
m

pt
s 

an
d 

an
y 

us
e 

of
 th

e 
A

U
T

H
O

R
IZ

E
 c

om
m

an
d 

w
hi

ch
 is

 u
se

d 
to

 m
od

ify
 th

e 
S

Y
S

U
A

F
fil

e.
  T

he
 c

om
m

an
d 

pr
oc

ed
ur

e 
is

 o
w

ne
d 

by
 th

e 
S

Y
S

T
E

M
 a

cc
ou

nt
 a

nd
 o

nl
y 

us
er

s 
w

ith
 s

ys
te

m
 p

riv
ile

ge
s 

ca
n 

ac
ce

ss
 th

e 
co

m
m

an
d 

pr
oc

ed
ur

e 
or

 fi
le

.

T
he

 U
se

r 
Id

en
tif

ic
at

io
n 

C
od

es
 (

U
IC

) 
ar

e 
in

di
vi

du
al

ly
 a

ss
ig

ne
d 

to
 a

ll 
da

ta
 p

ro
ce

ss
in

g 
pe

rs
on

ne
l e

m
pl

oy
ed

 a
t T

C
C

S
A

 a
nd

 a
ll 

m
em

be
r 

sc
ho

ol
 d

is
tr

ic
t

pe
rs

on
ne

l. 
  D

is
tr

ic
t u

se
rs

 a
re

 e
na

bl
ed

 a
 N

O
R

M
A

L 
pr

iv
ile

ge
 c

la
ss

 w
hi

ch
 p

er
m

its
 N

E
T

M
B

X
 a

nd
 T

M
P

M
B

X
 a

ct
iv

iti
es

.  
A

cc
es

s 
is

 fu
rt

he
r c

on
tr

ol
le

d 
us

in
g

ca
pt

iv
e 

lo
gi

n 
sc

rip
ts

 to
 e

ns
ur

e 
th

at
 e

sc
ap

e 
to

 th
e 

co
m

m
an

d 
lin

e 
do

es
 n

ot
 o

cc
ur

.

A
cc

es
s 

to
 th

e 
O

hi
o 

E
du

ca
tio

n 
C

om
pu

te
r N

et
w

or
k 

(O
E

C
N

) s
of

tw
ar

e 
pa

ck
ag

es
 is

 c
on

tr
ol

le
d 

at
 th

e 
D

A
S

 le
ve

l b
y 

a 
se

cu
rit

y 
m

ec
ha

ni
sm

 c
al

le
d 

th
e 

O
E

C
N

S
ec

ur
ity

 A
ut

ho
riz

at
io

n 
(O

S
A

) u
til

ity
.  

A
cc

es
s 

to
 s

pe
ci

fic
 p

ac
ka

ge
s 

is
 p

ro
vi

de
d 

by
 g

ra
nt

in
g 

th
e 

ap
pr

op
ria

te
 O

pe
n 

V
M

S
 id

en
tif

ie
rs

 to
 a

ut
ho

riz
ed

 u
se

rs
.

E
ac

h 
ap

pl
ic

at
io

n 
pa

ck
ag

e 
ha

s 
a 

se
t o

f u
ni

qu
e 

id
en

tif
ie

rs
 th

at
 p

er
m

it 
ac

ce
ss

 to
 p

ro
gr

am
s.

  I
n 

ad
di

tio
n 

to
 th

e 
st

an
da

rd
 id

en
tif

ie
rs

 fo
r 

ea
ch

 p
ac

ka
ge

,
a 

pa
ss

 th
ro

ug
h 

id
en

tif
ie

r 
ca

n 
be

 u
se

d 
to

 fu
rt

he
r 

cu
st

om
iz

e 
ac

ce
ss

.  
O

S
A

 is
 u

se
d 

in
 c

on
ju

nc
tio

n 
w

ith
 th

e 
O

E
C

N
 m

en
u 

pr
oc

es
so

r 
ut

ili
ty

 th
us

 a
llo

w
in

g
th

e 
us

er
s 

to
 s

ee
 o

nl
y 

th
e 

ite
m

s 
th

ey
 a

re
 a

ut
ho

riz
ed

 to
 e

xe
cu

te
.

T
he

 d
at

a 
pr

oc
es

si
ng

 d
ep

ar
tm

en
t i

s 
lo

ca
te

d 
in

 a
n 

of
fic

e 
bu

ild
in

g 
w

hi
ch

 is
 s

ec
ur

ed
 b

y 
bo

th
 k

ey
 lo

ck
 a

nd
 a

 s
ec

ur
ity

 s
ys

te
m

.  
 A

ll 
do

or
s 

ar
e 

lo
ck

ed
 d

ur
in

g
of

f h
ou

rs
.  

D
ur

in
g 

da
yt

im
e 

ho
ur

s 
th

e 
m

ai
n 

do
or

 is
 u

nl
oc

ke
d,

 h
ow

ev
er

, d
at

a 
pr

oc
es

si
ng

 p
er

so
nn

el
 a

re
 p

re
se

nt
 a

t a
ll 

tim
es

.  
A

n 
in

di
vi

du
al

 m
us

t e
nt

er
th

e 
pr

in
te

r 
ro

om
 to

 a
cc

es
s 

th
e 

co
m

pu
te

r 
ro

om
.  

T
he

 d
oo

r 
to

 th
e 

pr
in

te
r 

ro
om

 is
 a

lw
ay

s 
lo

ck
ed

 a
nd

 is
 p

ro
te

ct
ed

 b
y 

a 
ke

y 
pa

d 
lo

ck
.  

T
he

 c
om

bi
na

tio
n

is
 k

no
w

n 
by

 th
e 

da
ta

 p
ro

ce
ss

in
g 

st
af

f a
nd

 th
e 

m
ai

nt
en

an
ce

 p
er

so
nn

el
.  

M
ot

io
n 

de
te

ct
or

s 
ar

e 
in

 p
la

ce
 th

ro
ug

ho
ut

 th
e 

bu
ild

in
g.
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T
he

 fo
llo

w
in

g 
as

si
st

 in
 c

on
tr

ol
lin

g 
th

e 
co

m
pu

te
r 

ro
om

 to
 p

ro
te

ct
 it

 fr
om

 a
dv

er
se

 e
nv

iro
nm

en
ta

l c
on

di
tio

ns
:

C
H

an
d-

he
ld

 fi
re

 e
xt

in
gu

is
he

rs
.

C
A

ir 
co

nd
iti

on
/h

um
id

ity
 c

on
tr

ol
 d

ev
ic

es
. 

C
T

he
 c

om
pu

te
r r

oo
m

 c
on

ta
in

s 
a 

U
P

S
 (U

n-
in

te
rr

up
tib

le
 P

ow
er

 S
up

pl
y)

, t
o 

pr
ov

id
e 

po
w

er
 to

 k
ey

 c
om

pu
te

r c
om

po
ne

nt
s 

fo
r a

 s
ho

rt
 p

er
io

d 
of

 ti
m

e
du

rin
g 

po
w

er
 in

te
rr

up
tio

ns
.

C
T

he
 r

oo
m

 is
 e

qu
ip

pe
d 

w
ith

 s
m

ok
e 

de
te

ct
or

s 
bu

ilt
 in

to
 th

e 
ce

ili
ng

. 

C
T

he
 c

om
pu

te
r 

ro
om

 h
as

 a
n 

ei
gh

t i
nc

h 
ra

is
ed

 fl
oo

r 
to

 r
ed

uc
e 

th
e 

ris
k 

of
 d

am
ag

e 
fr

om
 fl

oo
di

ng
.

In
 a

dd
iti

on
, a

ll 
da

ta
 p

ro
ce

ss
in

g 
eq

ui
pm

en
t i

s 
co

ve
re

d 
un

de
r 

an
 in

su
ra

nc
e 

po
lic

y.

A
cc

es
s 

to
 th

e 
In

te
rn

et
 h

as
 b

ee
n 

pr
ov

id
ed

 to
 th

e 
m

em
be

r s
ch

oo
l d

is
tr

ic
ts

 o
f t

he
 T

C
C

S
A

.  
A

cc
es

s 
is

 p
ro

vi
de

d 
th

ro
ug

h 
th

e 
O

E
C

N
 G

O
S

IP
 n

et
w

or
k 

an
d

ro
ut

ed
 to

 T
C

C
S

A
.  

A
 C

is
co

 P
IX

 (
P

riv
at

e 
In

te
rn

et
 E

xc
ha

ng
e)

 fi
re

w
al

l h
as

 b
ee

n 
pl

ac
ed

 b
et

w
ee

n 
th

e 
In

te
rn

et
 a

cc
es

s 
pr

ov
id

ed
 b

y 
th

e 
O

E
C

N
 n

et
w

or
k

an
d 

th
e 

in
te

rn
al

 n
et

w
or

k 
of

 th
e 

m
em

be
r 

di
st

ric
ts

 o
f t

he
 T

C
C

S
A

.  
T

he
 P

IX
 fi

re
w

al
l p

er
fo

rm
s 

th
e 

fu
nc

tio
n 

of
 a

 p
ro

xy
 s

er
ve

r 
an

d 
ac

ts
 a

s 
a 

m
id

dl
e 

m
an

be
tw

ee
n 

th
e 

In
te

rn
et

 a
nd

 t
he

 in
te

rn
al

 n
et

w
or

k.
  

T
he

 P
IX

 f
ire

w
al

l e
qu

ip
m

en
t 

an
d 

an
 a

dd
iti

on
al

 r
ou

tin
g 

de
vi

ce
 d

en
y 

al
l o

ut
bo

un
d 

tr
af

fic
 r

eq
ue

st
s

or
ig

in
at

in
g 

fr
om

 th
e 

su
b-

ne
tw

or
k.

  T
he

 fi
re

w
al

ls
 a

nd
 ro

ut
in

g 
de

vi
ce

s 
al

so
 d

en
y 

ac
ce

ss
 to

 a
ll 

in
bo

un
d 

tr
af

fic
 u

nl
es

s 
th

e 
IP

 a
dd

re
ss

 o
rig

in
at

ed
 fr

om
 in

si
de

th
e 

ne
tw

or
k.

T
C

C
S

A
 a

ls
o 

m
ak

es
 a

va
ila

bl
e 

an
 I

nt
er

ne
t 

co
nt

en
t 

fil
te

r.
  

T
he

 f
ilt

er
 n

am
ed

 B
es

s 
is

 a
n 

op
tio

na
l 

se
rv

ic
e 

w
hi

ch
 s

cr
ee

ns
 I

nt
er

ne
t 

si
te

 r
eq

ue
st

s 
fo

r
“u

ns
ui

ta
bl

e”
 c

on
te

nt
.

C
o

m
p

u
te

r 
O

p
er

at
io

n
s

T
ra

di
tio

na
l c

om
pu

te
r 

op
er

at
io

ns
 p

ro
ce

du
re

s 
ar

e 
m

in
im

al
 s

in
ce

 u
se

rs
 a

t 
th

e 
m

em
be

r 
sc

ho
ol

 d
is

tr
ic

ts
 in

iti
at

e 
al

l a
pp

lic
at

io
n 

jo
bs

 a
nd

 a
re

 p
rim

ar
ily

re
sp

on
si

bl
e 

fo
r 

en
su

rin
g 

th
e 

tim
el

in
es

s 
an

d 
co

m
pl

et
en

es
s 

of
 p

ro
ce

ss
in

g.
  I

n 
ad

di
tio

n,
 e

ve
ry

 e
m

pl
oy

ee
 h

as
 a

cc
es

s 
to

 S
ite

S
ca

pe
 F

or
um

s 
w

hi
ch

 is
 a

bi
llb

oa
rd

 s
ys

te
m

 th
at

 a
dd

re
ss

es
 a

 v
ar

ie
ty

 o
f p

ro
bl

em
s 

co
m

m
on

 to
 V

A
X

 a
nd

 A
LP

H
A

 u
se

rs
.

T
C

C
S

A
 s

ta
ff 

ha
ve

 m
ai

nt
ai

ne
d 

a 
lis

tin
g 

of
 in

di
vi

du
al

s 
to

 c
on

ta
ct

 in
 th

e 
ev

en
t o

f c
om

pl
ic

at
io

ns
 w

ith
 th

e 
ha

rd
w

ar
e 

en
vi

ro
nm

en
t. 

  A
 s

er
vi

ce
 a

gr
ee

m
en

t
w

ith
 C

om
pa

q 
ha

s 
be

en
 e

nt
er

ed
 in

to
 b

y 
T

C
C

S
A

 to
 p

ro
vi

de
 c

on
tin

ue
d 

m
ai

nt
en

an
ce

 o
n 

al
l c

rit
ic

al
 a

nd
 s

en
si

tiv
e 

pe
rip

he
ra

l e
qu

ip
m

en
t. 

 T
he

 o
pe

ra
tin

g
sy

st
em

 m
on

ito
rs

 th
e 

ha
rd

w
ar

e 
en

vi
ro

nm
en

t a
nd

 r
ep

or
ts

 a
ll 

ha
rd

w
ar

e 
m

al
fu

nc
tio

ns
 a

ut
om

at
ic

al
ly

 th
ro

ug
h 

th
e 

co
ns

ol
e 

m
ai

nt
ai

ne
d 

by
 th

e 
sy

st
em

.  
A

ha
rd

w
ar

e 
er

ro
r 

lo
g 

ha
rd

w
ar

e 
of

 e
rr

or
s 

id
en

tif
ie

d 
by

 th
e 

V
M

S
 o

pe
ra

tin
g 

sy
st

em
 is

 r
ev

ie
w

ed
 b

y 
th

e 
E

xe
cu

tiv
e 

D
ire

ct
or

 a
nd

 th
e 

M
an

ag
er

 o
f S

of
tw

ar
e

A
pp

lic
at

io
ns

 o
n 

a 
da

ily
 b

as
is

.

C
er

ta
in

 r
ou

tin
e 

ba
tc

h 
jo

bs
 c

an
 b

e 
in

iti
at

ed
 a

t T
C

C
S

A
 fo

r 
sy

st
em

 m
ai

nt
en

an
ce

. T
he

 T
C

C
S

A
 is

 r
es

po
ns

ib
le

 fo
r 

a 
fe

w
 o

pe
ra

tio
na

l m
ai

nt
en

an
ce

 ta
sk

s
of

 w
hi

ch
 a

 fe
w

 a
re

: s
ys

te
m

 b
ac

ku
ps

, l
og

 r
ep

or
ts

, a
nd

 o
th

er
 m

ai
nt

en
an

ce
 d

ire
ct

ed
 a

t t
he

 s
ys

te
m

 a
s 

a 
w

ho
le

.  

In
di

vi
du

al
 m

em
be

r 
sc

ho
ol

 d
is

tr
ic

ts
 a

re
 r

es
po

ns
ib

le
 fo

r 
ru

nn
in

g 
th

ei
r 

ow
n 

re
gu

la
r 

re
po

rt
s 

w
hi

ch
 a

re
 b

at
ch

 p
ro

ce
ss

es
.  

B
at

ch
 p

ro
ce

ss
es

 a
re

 in
iti

at
ed

an
d 

co
m

pl
et

ed
 b

y 
th

e 
in

di
vi

du
al

 m
em

be
r 

sc
ho

ol
 d

is
tr

ic
ts

.  
H

ow
ev

er
, T

C
C

S
A

 r
un

s 
so

m
e 

ba
tc

h 
pr

oc
es

se
s 

fo
r 

th
e 

pr
oc

es
si

ng
 o

f E
M

IS
 d

at
a.

  



T
R

I-C
O

U
N

T
Y

 C
O

M
P

U
T

E
R

 S
E

R
V

IC
E

S
 A

S
S

O
C

IA
T

IO
N

 

D
E

S
C

R
IP

T
IO

N
 O

F
 C

O
N

T
R

O
LS 11

M
em

be
r 

sc
ho

ol
 d

is
tr

ic
ts

 a
re

 r
es

po
ns

ib
le

 fo
r 

th
e 

ha
nd

lin
g 

of
 a

bn
or

m
al

 te
rm

in
at

io
ns

.  
If 

th
e 

us
er

s 
ca

nn
ot

 s
ol

ve
 th

e 
pr

ob
le

m
 th

ey
 w

ill
 c

on
ta

ct
 T

C
C

S
A

st
af

f w
ho

 a
ct

 a
s 

se
rv

ic
e 

re
pr

es
en

ta
tiv

es
.

T
he

 T
C

C
S

A
 fo

llo
w

s 
th

e 
gu

id
el

in
es

 o
f t

he
 O

hi
o 

E
du

ca
tio

na
l C

om
pu

te
r N

et
w

or
k 

(O
E

C
N

) f
or

 b
ac

ki
ng

 u
p 

sy
st

em
 d

at
a 

an
d 

pr
og

ra
m

s.
  A

n 
A

lp
ha

 S
er

ve
r

G
S

60
 is

 u
se

d 
by

 th
e 

T
C

C
S

A
 fo

r 
pr

od
uc

tio
n.

  F
ul

l s
ys

te
m

 b
ac

ku
ps

 a
re

 p
er

fo
rm

ed
 d

ai
ly

.  
T

he
 ta

pe
s 

ar
e 

st
or

ed
 in

 th
e 

co
m

pu
te

r 
ro

om
 a

nd
 a

re
 r

ot
at

ed
of

f-
si

te
 to

 a
 s

af
et

y 
de

po
si

t b
ox

 a
t l

ea
st

 tw
ic

e 
a 

w
ee

k.
  T

he
 b

ac
ku

p 
ta

pe
s 

ar
e 

do
cu

m
en

te
d 

in
 a

 b
ac

ku
p 

lo
g.

D
ai

ly
 b

ac
ku

ps
 a

re
 m

ai
nt

ai
ne

d 
fo

r 
ap

pr
ox

im
at

el
y 

6-
8 

w
ee

ks
.  

A
ll 

da
ta

 r
eq

ui
re

d 
by

 la
w

 to
 b

e 
m

ai
nt

ai
ne

d 
fo

r 
a 

sp
ec

ifi
c 

du
ra

tio
n 

is
 m

ai
nt

ai
ne

d 
by

 th
e

T
C

C
S

A
.  

C
al

en
da

r 
ye

ar
 a

nd
 fi

sc
al

 y
ea

r 
en

d 
in

fo
rm

at
io

n 
is

 s
to

re
d 

in
de

fin
ite

ly
 fo

r 
al

l t
he

 T
C

C
S

A
 m

em
be

r 
sc

ho
ol

 d
is

tr
ic

ts
. 

T
he

 T
C

C
S

A
 h

as
 e

nt
er

ed
 in

to
 tw

o 
re

ci
pr

oc
al

 d
is

as
te

r r
ec

ov
er

y 
ag

re
em

en
ts

.  
O

ne
 a

gr
ee

m
en

t i
s 

w
ith

 th
e 

A
re

a 
C

oo
pe

ra
tiv

e 
C

om
pu

te
riz

ed
 E

du
ca

tio
na

l
S

er
vi

ce
 S

ys
te

m
 (

A
C

C
E

S
S

) 
an

d 
th

e 
ot

he
r 

is
 w

ith
 th

e 
Li

ck
in

g 
A

re
a 

C
om

pu
te

r 
A

ss
oc

ia
tio

n 
(L

A
C

A
).

 

O
nl

y 
ve

nd
or

 s
up

pl
ie

d 
ch

an
ge

s 
ar

e 
m

ad
e 

to
 th

e 
op

er
at

in
g 

sy
st

em
s 

or
 s

ys
te

m
 s

of
tw

ar
e 

do
cu

m
en

ta
tio

n.
  T

he
 N

or
th

er
n 

B
uc

ke
ye

 E
du

ca
tio

n 
C

ou
nc

il,
(N

B
E

C
),

 a
ct

s 
as

 th
e 

fis
ca

l a
ge

nt
 fo

r t
hi

s 
an

d 
ot

he
r p

ar
tic

ip
at

in
g 

D
at

a 
A

cq
ui

si
tio

n 
S

ite
s,

 a
nd

 h
as

 e
nt

er
ed

 in
to

 a
 li

ce
ns

e 
un

de
r t

he
 C

am
pu

sw
id

e 
S

of
tw

ar
e

Li
ce

ns
e 

G
ra

nt
 P

ro
gr

am
 (C

S
LG

) t
hr

ou
gh

 th
e 

M
an

ag
em

en
t C

ou
nc

il 
of

 th
e 

O
hi

o 
E

du
ca

tio
n 

C
om

pu
te

r N
et

w
or

k 
(M

C
O

E
C

N
),

 fo
r a

cq
ui

rin
g 

an
d/

or
 p

ro
vi

di
ng

so
ftw

ar
e 

m
ai

nt
en

an
ce

 s
er

vi
ce

s 
fo

r 
a 

lim
ite

d 
se

rie
s 

of
 C

om
pa

q 
so

ftw
ar

e 
pa

ck
ag

es
.

T
he

 s
er

vi
ce

s 
ac

qu
ire

d 
an

d/
or

 p
ro

vi
de

d 
by

 th
e 

N
B

E
C

 u
nd

er
 th

e 
ag

re
em

en
t i

nc
lu

de
 th

e 
fo

llo
w

in
g:

P
ro

vi
de

 f
or

 t
he

 a
cq

ui
si

tio
n 

an
d 

di
st

rib
ut

io
n 

of
 s

of
tw

ar
e 

m
ed

ia
 f

or
 t

he
 p

ar
tic

ip
at

in
g 

D
at

a 
A

cq
ui

si
tio

n 
S

ite
s 

fo
r 

a 
lim

ite
d 

se
rie

s 
of

 C
om

pa
q

so
ftw

ar
e 

pa
ck

ag
es

 a
s 

ap
pr

ov
ed

 b
y 

th
e 

E
xe

cu
tiv

e 
C

om
m

itt
ee

 o
f t

he
 M

C
O

E
C

N
.

P
ro

vi
de

 t
el

ep
ho

ne
 t

ec
hn

ic
al

 s
up

po
rt

 t
o 

th
e 

pa
rt

ic
ip

at
in

g 
D

at
a 

A
cq

ui
si

tio
n 

S
ite

s 
te

ch
ni

ca
l 

st
af

f 
fo

r 
a 

lim
ite

d 
se

rie
s 

of
 C

om
pa

q 
so

ftw
ar

e
pa

ck
ag

es
 a

pp
ro

ve
d 

by
 th

e 
E

xe
cu

tiv
e 

C
om

m
itt

ee
 o

f t
he

 M
C

O
E

C
N

.

T
ra

ck
 a

nd
 m

ai
nt

ai
n 

an
 a

cc
ur

at
e 

lis
tin

g 
of

 a
ll 

C
om

pa
q 

ha
rd

w
ar

e 
an

d 
so

ftw
ar

e 
co

ve
re

d 
un

de
r 

th
e 

ag
re

em
en

t.

P
ro

vi
de

 p
er

io
di

c 
tr

ai
ni

ng
 a

nd
 u

pd
at

e 
se

ss
io

ns
 c

ov
er

in
g 

th
e 

po
lic

ie
s 

an
d 

re
gu

la
tio

ns
 g

ov
er

ni
ng

 th
is

 p
ro

gr
am

 a
s 

w
el

l a
s 

up
da

tin
g 

th
e 

D
at

a
A

cq
ui

si
tio

n 
S

ite
s’

 te
ch

ni
ca

l s
ta

ff 
on

 th
e 

la
te

st
 r

el
ea

se
s 

of
 C

om
pa

q 
so

ftw
ar

e 
pa

ck
ag

es
 c

ov
er

ed
 u

nd
er

 th
e 

ag
re

em
en

t. 

A
s 

a 
pa

rt
ic

ip
at

in
g 

m
em

be
r 

of
 th

e 
pr

og
ra

m
 o

f t
he

 M
C

O
E

C
N

 th
e 

pa
rt

ic
ip

at
in

g 
D

at
a 

A
cq

ui
si

tio
n 

S
ite

s 
ag

re
e 

to
 th

e 
fo

llo
w

in
g:

T
o 

re
ad

, s
ig

n,
 a

nd
 c

om
pl

y 
w

ith
 th

e 
"R

ul
es

 a
nd

 R
eg

ul
at

io
ns

" 
of

 th
e 

C
S

LG
 P

ro
gr

am
 a

nd
 th

e 
E

du
ca

tio
n 

S
of

tw
ar

e 
Li

br
ar

y 
(E

S
L)

 P
ro

gr
am

 a
s

op
er

at
ed

 b
y 

N
B

E
C

 o
n 

be
ha

lf 
of

 th
e 

M
C

O
E

C
N

.

R
ea

d,
 c

oo
pe

ra
te

, a
nd

 c
om

pl
y 

w
ith

 b
ot

h 
th

e 
C

S
LG

 a
nd

 E
S

L 
M

an
ag

em
en

t P
la

ns
 a

s 
ad

op
te

d 
an

d 
ap

pr
ov

ed
 b

y 
th

e 
E

xe
cu

tiv
e 

C
om

m
itt

ee
 o

f
th

e 
M

C
O

E
C

N
.

P
ro

vi
de

 a
ny

 n
ec

es
sa

ry
 a

cc
es

s 
to

 a
ll 

co
m

pu
te

r 
sy

st
em

s 
co

ve
re

d 
un

de
r 

th
e 

ag
re

em
en

t 
fo

r 
th

e 
pu

rp
os

es
 o

f 
id

en
tif

yi
ng

 a
nd

/o
r 

co
rr

ec
tin

g
pr

ob
le

m
s 

of
 d

is
tr

ib
ut

ed
 s

of
tw

ar
e.



T
R

I-C
O

U
N

T
Y

 C
O

M
P

U
T

E
R

 S
E

R
V

IC
E

S
 A

S
S

O
C

IA
T

IO
N

 

D
E

S
C

R
IP

T
IO

N
 O

F
 C

O
N

T
R

O
LS 12

U
po

n 
w

rit
te

n 
no

tic
e,

 p
ro

vi
de

 C
om

pa
q 

w
ith

 p
hy

si
ca

l a
cc

es
s 

to
 c

om
pu

te
r 

fa
ci

lit
ie

s 
at

 r
ea

so
na

bl
e 

tim
es

 d
ur

in
g 

no
rm

al
 b

us
in

es
s 

ho
ur

s 
fo

r 
th

e
pu

rp
os

e 
of

 in
sp

ec
tin

g 
si

te
s 

an
d 

sy
st

em
 r

ec
or

ds
 fo

r 
co

m
pl

ia
nc

e 
w

ith
 th

e 
te

rm
s 

of
 th

e 
C

S
LG

 a
nd

 E
S

L 
P

ro
gr

am
s.



T
R

I-C
O

U
N

T
Y

 C
O

M
P

U
T

E
R

 S
E

R
V

IC
E

S
 A

S
S

O
C

IA
T

IO
N

T
E

S
T

S
 O

F
 O

P
E

R
A

T
IN

G
 E

F
F

E
C

T
IV

E
N

E
S

S

13

S
E

C
T

IO
N

 II
I -

 IN
F

O
R

M
A

T
IO

N
 P

R
O

V
ID

E
D

 B
Y

 T
H

E
 S

E
R

V
IC

E
 A

U
D

IT
O

R

T
hi

s 
se

ct
io

n 
is

 in
te

nd
ed

 to
 p

ro
vi

de
 in

te
re

st
ed

 p
ar

tie
s 

w
ith

 in
fo

rm
at

io
n 

su
ffi

ci
en

t t
o 

ob
ta

in
 a

n 
un

de
rs

ta
nd

in
g 

of
 th

os
e 

as
pe

ct
s 

of
 th

e 
T

C
C

S
A

's
 in

te
rn

al
co

nt
ro

l t
ha

t 
m

ay
 b

e 
re

le
va

nt
 t

o 
us

er
 o

rg
an

iz
at

io
n'

s 
in

te
rn

al
 c

on
tr

ol
, 

an
d 

re
du

ce
 t

he
 a

ss
es

se
d 

le
ve

l o
f 

co
nt

ro
l r

is
k 

be
lo

w
 t

he
 m

ax
im

um
 f

or
 c

er
ta

in
fin

an
ci

al
 s

ta
te

m
en

t a
ss

er
tio

ns
.

T
he

 b
ro

ad
 o

bj
ec

tiv
es

 o
f d

at
a 

pr
oc

es
si

ng
 c

on
tr

ol
s 

sh
ou

ld
 b

e 
ac

hi
ev

ed
 b

y 
a 

co
m

bi
na

tio
n 

of
 th

e 
pr

oc
ed

ur
es

 th
at

 a
re

 e
m

pl
oy

ed
 in

 v
ar

io
us

 s
eg

m
en

ts
 o

f
th

e 
tr

an
sa

ct
io

n 
pr

oc
es

si
ng

 s
ys

te
m

, f
or

 e
xa

m
pl

e 
pr

oc
ed

ur
es

 p
er

fo
rm

ed
 a

t t
he

 T
C

C
S

A
 a

nd
 p

ro
ce

du
re

s 
pe

rf
or

m
ed

 a
t m

em
be

r 
sc

ho
ol

 d
is

tr
ic

ts
 w

hi
ch

ut
ili

ze
 th

e 
T

C
C

S
A

.

F
or

 e
ac

h 
of

 th
e 

co
nt

ro
l o

bj
ec

tiv
es

 li
st

ed
 b

el
ow

, o
nl

y 
th

os
e 

co
nt

ro
ls

 w
hi

ch
 c

on
tr

ib
ut

e 
to

 th
e 

at
ta

in
m

en
t o

f t
he

 r
el

at
ed

 c
on

tr
ol

 o
bj

ec
tiv

e 
ar

e 
de

sc
rib

ed
an

d 
w

er
e 

te
st

ed
.



T
R

I-C
O

U
N

T
Y

 C
O

M
P

U
T

E
R

 S
E

R
V

IC
E

S
 A

S
S

O
C

IA
T

IO
N

T
E

S
T

S
 O

F
 O

P
E

R
A

T
IN

G
 E

F
F

E
C

T
IV

E
N

E
S

S

14

G
E

N
E

R
A

L
 E

D
P

 C
O

N
T

R
O

L
S

 P
L

A
C

E
D

 IN
 O

P
E

R
A

T
IO

N
 A

N
D

 T
E

S
T

S
 O

F
 O

P
E

R
A

T
IN

G
 E

F
F

E
C

T
IV

E
N

E
S

S

O
ve

ra
ll 

O
p

er
at

io
n

 o
f 

th
e 

IT
 F

u
n

ct
io

n

O
ve

ra
ll 

O
p

er
at

io
n

 o
f 

th
e 

IT
 F

u
n

ct
io

n
 -

 C
on

tr
ol

 O
bj

ec
tiv

e:
IT

 P
er

so
n

n
el

 -
 IT

 p
er

so
nn

el
 s

ho
ul

d 
ha

ve
 th

e 
ap

pr
op

ria
te

 k
no

w
le

dg
e 

an
d 

ex
pe

rie
nc

e 
fo

r 
th

e 
co

m
pl

ex
ity

 o
f t

he
 IT

en
vi

ro
nm

en
t.

C
o

n
tr

o
l

O
b

je
ct

iv
e 

H
as

B
ee

n
 M

et

C
on

tr
ol

 P
ro

ce
du

re
s:

T
es

t D
es

cr
ip

tio
ns

:
T

es
t R

es
ul

ts
:

T
he

 T
C

C
S

A
 h

as
 a

n 
or

ga
ni

za
tio

n 
ch

ar
t a

nd
 jo

b
de

sc
rip

tio
ns

 to
 g

ui
de

 e
m

pl
oy

ee
s 

in
 th

e
pe

rf
or

m
an

ce
 o

f t
he

ir 
du

tie
s.

O
bt

ai
ne

d 
th

e 
T

C
C

S
A

 s
ta

ff 
lis

tin
g,

 o
rg

an
iz

at
io

n
ch

ar
t a

nd
 jo

b 
de

sc
rip

tio
ns

.  
C

om
pa

re
d 

th
e

or
ga

ni
za

tio
n 

ch
ar

t a
nd

 jo
b 

de
sc

rip
tio

ns
 w

ith
 th

e
st

af
f l

is
tin

g.
  V

er
ifi

ed
 w

ith
 th

e 
E

xe
cu

tiv
e 

D
ire

ct
or

th
at

 th
e 

st
af

f l
is

tin
g 

is
 c

ur
re

nt
.

S
el

ec
te

d 
fo

ur
 s

ta
ff 

m
em

be
rs

 a
nd

 v
er

ifi
ed

 e
ac

h
ha

d 
a 

co
py

 o
f h

is
 jo

b 
de

sc
rip

tio
n 

an
d 

th
at

 it
fa

irl
y 

re
pr

es
en

te
d 

hi
s 

jo
b 

du
tie

s

T
he

 T
C

C
S

A
 h

as
 a

n 
or

ga
ni

za
tio

n 
ch

ar
t

an
d 

jo
b 

de
sc

rip
tio

ns
 fo

r 
ea

ch
 o

f i
ts

te
ch

ni
ca

l s
ta

ff 
m

em
be

rs
.  

E
ac

h 
of

 th
e

fo
ur

 m
em

be
rs

 in
te

rv
ie

w
ed

 s
ta

te
d 

th
at

hi
s 

jo
b 

de
sc

rip
tio

n 
fa

irl
y 

de
sc

rib
ed

 h
is

du
tie

s.
 

T
ra

in
in

g 
is

 o
bt

ai
ne

d 
by

 th
e 

T
C

C
S

A
 te

ch
ni

ca
l

st
af

f m
em

be
rs

.
O

bt
ai

ne
d 

an
d 

re
vi

ew
ed

 th
e 

A
cc

ou
nt

 S
ta

tu
s

R
ep

or
t f

or
 p

ay
m

en
t o

f t
ra

in
in

g 
co

ur
se

s.
  A

ls
o

ob
ta

in
ed

 c
op

ie
s 

of
 c

er
tif

ic
at

es
 o

f c
om

pl
et

io
n

fr
om

 tr
ai

ni
ng

 c
la

ss
es

 a
tte

nd
ed

 b
y 

th
e 

T
C

C
S

A
st

af
f.

T
hi

rt
ee

n 
of

 th
e 

se
ve

nt
ee

n 
te

ch
ni

ca
l s

ta
ff

m
em

be
rs

 r
ec

ei
ve

d 
tr

ai
ni

ng
 d

ur
in

g 
th

e
au

di
t p

er
io

d.
  T

he
 a

m
ou

nt
 o

f t
ra

in
in

g
re

ce
iv

ed
 r

an
ge

d 
fr

om
 o

ne
 to

 te
n

cl
as

se
s.

 

T
he

 T
C

C
S

A
 s

ta
ff 

re
ce

iv
e 

ev
al

ua
tio

ns
 o

n 
an

an
nu

al
 b

as
is

.
Ju

dg
em

en
ta

lly
 s

el
ec

te
d 

fo
ur

 s
ta

ff 
m

em
be

rs
 a

nd
ve

rif
ie

d 
w

ith
 e

ac
h 

th
at

 h
e 

ha
d 

re
ce

iv
ed

 a
n

ev
al

ua
tio

n 
on

 a
n 

an
nu

al
 b

as
is

. 

E
ac

h 
of

 th
e 

st
af

f m
em

be
rs

 te
st

ed
ve

rif
ie

d 
th

ey
 r

ec
ei

ve
 a

n 
in

fo
rm

al
 v

er
ba

l
ev

al
ua

tio
n 

on
 a

 y
ea

rly
 b

as
is

.

O
ve

ra
ll 

O
p

er
at

io
n

 o
f 

th
e 

IT
 F

u
n

ct
io

n
 -

 C
on

tr
ol

 O
bj

ec
tiv

e:
IT

 P
la

n
n

in
g

 -
 IT

 s
tr

at
eg

y 
sh

ou
ld

 b
e 

co
ns

is
te

nt
 w

ith
 th

e 
ov

er
al

l s
tr

at
eg

y 
of

 th
e 

or
ga

ni
za

tio
n.

C
o

n
tr

o
l

O
b

je
ct

iv
e 

H
as

B
ee

n
 M

et

C
on

tr
ol

 P
ro

ce
du

re
s:

T
es

t D
es

cr
ip

tio
ns

:
T

es
t R

es
ul

ts
:

T
he

 C
ou

nc
il 

of
 G

ov
er

nm
en

ts
 is

 a
ct

iv
el

y
in

vo
lv

ed
 in

 m
an

ag
er

ia
l a

nd
 p

la
nn

in
g 

is
su

es
.

O
bt

ai
ne

d 
an

d 
re

vi
ew

ed
 m

ee
tin

g 
m

in
ut

es
 o

f t
he

E
xe

cu
tiv

e 
C

om
m

itt
ee

 a
nd

 th
e 

F
ul

l M
em

be
rs

hi
p

fo
r 

th
e 

au
di

t p
er

io
d.

O
bs

er
ve

d 
th

at
 k

ey
 p

la
nn

in
g 

an
d

m
an

ag
er

ia
l i

ss
ue

s 
w

er
e 

ad
dr

es
se

d 
in

th
e 

bo
ar

d 
m

in
ut

es
.  



T
R

I-C
O

U
N

T
Y

 C
O

M
P

U
T

E
R

 S
E

R
V

IC
E

S
 A

S
S

O
C

IA
T

IO
N

T
E

S
T

S
 O

F
 O

P
E

R
A

T
IN

G
 E

F
F

E
C

T
IV

E
N

E
S

S

O
ve

ra
ll 

O
p

er
at

io
n

 o
f 

th
e 

IT
 F

u
n

ct
io

n
 -

 C
on

tr
ol

 O
bj

ec
tiv

e:
IT

 P
la

n
n

in
g

 -
 IT

 s
tr

at
eg

y 
sh

ou
ld

 b
e 

co
ns

is
te

nt
 w

ith
 th

e 
ov

er
al

l s
tr

at
eg

y 
of

 th
e 

or
ga

ni
za

tio
n.

C
o

n
tr

o
l

O
b

je
ct

iv
e 

H
as

B
ee

n
 M

et

C
on

tr
ol

 P
ro

ce
du

re
s:

T
es

t D
es

cr
ip

tio
ns

:
T

es
t R

es
ul

ts
:

15

A
n 

an
nu

al
 b

ud
ge

t i
s 

de
ve

lo
pe

d 
by

 th
e

E
xe

cu
tiv

e 
D

ire
ct

or
, a

nd
 a

pp
ro

ve
d 

by
 th

e
C

ou
nc

il 
of

 G
ov

er
nm

en
ts

, f
or

 s
ho

rt
 r

an
ge

pl
an

ni
ng

 p
ur

po
se

s.

O
bt

ai
ne

d 
an

d 
re

vi
ew

ed
 th

e 
fis

ca
l y

ea
r 

20
00

 a
nd

20
01

 b
ud

ge
ts

.
P

la
nn

in
g 

is
 c

on
du

ct
ed

 v
ia

 th
e 

bu
dg

et
ar

y
pr

oc
es

s 
on

 a
 y

ea
rly

 b
as

is
 b

y 
th

e
E

xe
cu

tiv
e 

D
ire

ct
or

 to
 a

dd
re

ss
 te

ch
ni

ca
l

se
rv

ic
es

, e
qu

ip
m

en
t r

ep
ai

r,
 a

nd
eq

ui
pm

en
t p

ur
ch

as
es

.

C
h

an
g

es
 t

o
 A

p
p

lic
at

io
n

s

C
h

an
g

es
 t

o
 A

p
p

lic
at

io
n

s 
- 

C
on

tr
ol

 O
bj

ec
tiv

e:
C

h
an

g
e 

R
eq

u
es

ts
 -

 M
an

ag
em

en
t s

ho
ul

d 
be

 in
vo

lv
ed

 in
 m

on
ito

rin
g 

ch
an

ge
s/

up
gr

ad
es

 to
 e

xi
st

in
g 

ap
pl

ic
at

io
ns

 to
 e

ns
ur

e
th

ey
 o

pe
ra

te
 a

s 
in

te
nd

ed
. 

C
o

n
tr

o
l

O
b

je
ct

iv
e 

H
as

B
ee

n
 M

et

C
on

tr
ol

 P
ro

ce
du

re
s:

T
es

t D
es

cr
ip

tio
ns

:
T

es
t R

es
ul

ts
:

P
ro

ce
du

re
s 

ar
e 

in
 p

la
ce

 to
 e

ns
ur

e 
th

at
 S

S
D

T
de

ve
lo

pe
d 

ap
pl

ic
at

io
ns

 a
re

 u
se

d 
as

 d
is

tr
ib

ut
ed

. 
O

n 
a 

qu
ar

te
rly

 b
as

is
, u

pd
at

es
 to

 th
e 

st
at

e
so

ftw
ar

e 
ar

e 
do

w
nl

oa
de

d 
fr

om
 S

S
D

T
 a

t
N

W
O

C
A

 to
 th

e 
ot

he
r 

D
at

a 
A

cq
ui

si
tio

n 
S

ite
s.

 
S

ou
rc

e 
C

od
e 

is
 n

ot
 d

is
tr

ib
ut

ed
. 

T
o 

en
su

re
 th

e 
st

at
e 

so
ftw

ar
e 

te
st

ed
 a

t N
W

O
C

A
is

 th
e 

ve
rs

io
n 

be
in

g 
ut

ili
ze

d 
at

 th
e 

T
C

C
S

A
, a

cy
cl

ic
al

 r
ed

un
da

nc
e 

ch
ec

k 
(C

R
C

) 
of

 th
e 

ob
je

ct
pr

og
ra

m
 fi

le
s 

at
 th

e 
T

C
C

S
A

 w
as

 c
om

pa
re

d 
to

th
e 

C
R

C
 o

f t
he

 la
te

st
 O

D
E

 v
er

si
on

 te
st

ed
 a

t
N

W
O

C
A

. 

T
he

 C
R

C
s 

of
 th

e 
ob

je
ct

 c
od

e 
fo

r 
th

e
U

S
P

S
, S

A
A

S
/E

IS
 a

nd
 E

M
IS

ap
pl

ic
at

io
ns

 a
t t

he
 T

C
C

S
A

 w
er

e 
th

e
sa

m
e 

as
 th

e 
C

R
C

s 
of

 th
e 

ob
je

ct
 c

od
e

fr
om

 N
W

O
C

A
.  

 

R
el

ea
se

 n
ot

es
 e

xp
la

in
 th

e 
ch

an
ge

s,
en

ha
nc

em
en

ts
 a

nd
 p

ro
bl

em
s 

co
rr

ec
te

d.
 

U
pd

at
ed

 U
se

r 
an

d 
S

ys
te

m
 M

an
ag

er
 m

an
ua

ls
ar

e 
al

so
 a

va
ila

bl
e.

O
bt

ai
ne

d 
an

d 
re

vi
ew

ed
 r

el
ea

se
 n

ot
es

 a
nd

m
an

ua
ls

 fo
r 

th
e 

m
os

t r
ec

en
t r

el
ea

se
. 

R
el

ea
se

 n
ot

es
 a

nd
 u

pd
at

ed
 m

an
ua

ls
w

er
e 

av
ai

la
bl

e 
to

 a
ll 

of
 th

e 
T

C
C

S
A

em
pl

oy
ee

s.
 



T
R

I-C
O

U
N

T
Y

 C
O

M
P

U
T

E
R

 S
E

R
V

IC
E

S
 A

S
S

O
C

IA
T

IO
N

T
E

S
T

S
 O

F
 O

P
E

R
A

T
IN

G
 E

F
F

E
C

T
IV

E
N

E
S

S

16

C
o

m
p

u
te

r 
S

ec
u

ri
ty

C
o

m
p

u
te

r 
S

ec
u

ri
ty

 -
 C

on
tr

ol
 O

bj
ec

tiv
e:

S
ec

u
ri

ty
 M

an
ag

em
en

t 
- 

M
an

ag
em

en
t s

ho
ul

d 
en

su
re

 th
e 

im
pl

em
en

ta
tio

n 
of

 a
cc

es
s 

co
nt

ro
l p

ol
ic

ie
s,

 w
hi

ch
 a

re
 b

as
ed

 o
n 

th
e

le
ve

l o
f r

is
k 

ar
is

in
g 

fr
om

 a
cc

es
s 

to
 p

ro
gr

am
s 

an
d 

da
ta

.

C
o

n
tr

o
l

O
b

je
ct

iv
e 

H
as

B
ee

n
 M

et

C
on

tr
ol

 P
ro

ce
du

re
s:

T
es

t D
es

cr
ip

tio
ns

:
T

es
t R

es
ul

ts
:

T
he

 T
C

C
S

A
 h

as
 e

st
ab

lis
he

d 
a 

se
t o

f D
at

a
S

ys
te

m
 S

ec
ur

ity
 P

ol
ic

ie
s 

ad
dr

es
si

ng
 th

e
re

sp
on

si
bi

lit
ie

s 
of

 m
em

be
r 

sc
ho

ol
 d

is
tr

ic
t

pe
rs

on
ne

l, 
th

e 
T

C
C

S
A

 p
er

so
nn

el
, a

nd
in

di
vi

du
al

s 
or

 g
ro

up
s 

no
t b

el
on

gi
ng

 to
 th

e
T

C
C

S
A

 o
r 

m
em

be
r 

sc
ho

ol
 d

is
tr

ic
ts

. 

O
bt

ai
ne

d 
an

d 
re

vi
ew

ed
 th

e 
D

at
a 

S
ys

te
m

S
ec

ur
ity

 p
ol

ic
ie

s 
to

 e
ns

ur
e 

th
at

 u
se

r
re

sp
on

si
bi

lit
ie

s 
ar

e 
do

cu
m

en
te

d.

T
he

 D
at

a 
S

ys
te

m
 S

ec
ur

ity
 p

ol
ic

ie
s

ex
is

ts
 a

nd
 d

oc
um

en
ts

:  
da

ta
 s

ec
ur

ity
pr

oc
ed

ur
es

, d
at

a 
ac

ce
ss

 r
eq

ui
re

m
en

ts
fo

r 
sc

ho
ol

 d
is

tr
ic

t a
nd

 c
om

pu
te

r 
ce

nt
er

pe
rs

on
ne

l a
nd

 a
cc

es
s 

by
 o

ut
si

de
 u

se
rs

.

D
et

ec
tio

n 
co

nt
ro

l a
la

rm
s 

ar
e 

en
ab

le
d 

th
ro

ug
h

V
M

S
 to

 m
on

ito
r 

se
cu

rit
y 

vi
ol

at
io

ns
.

O
bt

ai
ne

d 
an

d 
re

vi
ew

ed
 th

e 
se

cu
rit

y 
al

ar
m

s
en

ab
le

d 
fr

om
 th

e 
E

xe
cu

tiv
e 

D
ire

ct
or

 v
ia

 th
e

D
C

L 
co

m
m

an
d 

S
H

O
W

 A
U

D
IT

/A
LL

.

S
ec

ur
ity

 a
la

rm
s 

ha
ve

 b
ee

n 
en

ab
le

d 
fo

r
A

C
L,

  A
ud

it,
 a

nd
 B

re
ak

in
.  

S
ec

ur
ity

ev
en

t l
og

gi
ng

 h
as

 b
ee

n 
en

ab
le

d 
fo

r
A

C
L,

 A
ud

it,
 B

re
ak

in
, a

nd
 A

ut
ho

riz
at

io
n.

W
ild

 c
ar

d 
ch

ar
ac

te
rs

 a
re

 n
ot

 u
se

d 
in

 th
e

N
E

T
P

R
O

X
Y

 li
st

in
g.

 
O

bt
ai

ne
d 

th
e 

P
R

O
X

Y
 li

st
in

g 
fr

om
 th

e 
E

xe
cu

tiv
e

D
ire

ct
or

 v
ia

 th
e 

S
H

/P
R

O
X

Y
 c

om
m

an
d 

an
d

re
vi

ew
ed

 th
e 

lis
tin

g 
fo

r 
us

e 
of

 w
ild

 c
ar

d
ch

ar
ac

te
rs

.

T
he

re
 w

er
e 

no
 w

ild
ca

rd
 c

ha
ra

ct
er

s 
us

ed
in

 th
e 

P
R

O
X

Y
 li

st
in

g.
 

F
ile

 p
ro

te
ct

io
n 

m
as

ks
 a

re
 a

pp
lie

d 
to

 u
se

r 
da

ta
fil

es
 to

 p
re

ve
nt

 u
na

ut
ho

riz
ed

 u
sa

ge
 o

r
m

od
ifi

ca
tio

n.

O
bt

ai
ne

d 
an

d 
re

vi
ew

ed
 a

 fi
le

 li
st

in
g 

of
 a

ll
m

em
be

r 
sc

ho
ol

 d
is

tr
ic

t d
at

a 
fil

es
 fr

om
 th

e
E

xe
cu

tiv
e 

D
ire

ct
or

.  
T

he
 li

st
in

g 
in

di
ca

te
d 

th
e 

fil
e

ac
ce

ss
 r

es
tr

ic
tio

ns
 a

pp
lie

d 
to

 e
ac

h 
fil

e.
  A

cc
es

s
re

st
ric

tio
ns

 w
er

e 
re

vi
ew

ed
 to

 e
ns

ur
e 

th
at

 n
o

ac
ce

ss
 w

as
 p

ro
vi

de
d 

at
 th

e 
“W

O
R

LD
” 

le
ve

l.

T
he

re
 w

er
e 

no
 d

at
a 

fil
es

 li
st

ed
 a

s 
ha

vi
ng

W
O

R
LD

 W
rit

e 
or

 D
el

et
e 

ac
ce

ss
.

F
ile

 p
ro

te
ct

io
n 

m
as

ks
 a

re
 a

pp
lie

d 
to

 e
xe

cu
ta

bl
e

fil
es

 to
 p

re
ve

nt
 u

na
ut

ho
riz

ed
 u

sa
ge

 o
r

m
od

ifi
ca

tio
n.

O
bt

ai
ne

d 
an

d 
re

vi
ew

ed
 a

 d
ire

ct
or

y 
lis

tin
g 

of
 th

e
ex

ec
ut

ab
le

 fi
le

s 
fo

r 
th

e 
U

S
A

S
, U

S
P

S
,

S
A

A
S

/E
IS

 a
nd

 E
M

IS
 a

pp
lic

at
io

n 
pr

og
ra

m
s 

fo
r

W
O

R
LD

 a
cc

es
s 

lim
ite

d 
to

 R
ea

d 
an

d/
or

E
xe

cu
te

. 

E
xe

cu
ta

bl
e 

fil
es

 d
o 

no
t h

av
e 

W
O

R
LD

W
rit

e 
or

 D
el

et
e 

ac
ce

ss
 a

nd
 th

er
e 

w
er

e
no

 A
C

Ls
 a

tta
ch

ed
 to

 a
ny

 o
f t

he
ex

ec
ut

ab
le

 fi
le

s.

A
ut

ho
riz

at
io

n 
fr

om
 th

e 
m

em
be

r 
sc

ho
ol

 d
is

tr
ic

t
su

pe
rin

te
nd

en
t i

s 
re

qu
ire

d 
pr

io
r 

to
 s

et
tin

g 
up

 a
us

er
 a

cc
ou

nt
.  

A
ut

ho
riz

at
io

n 
of

 b
ot

h 
th

e 
te

ac
he

r
an

d 
th

e 
st

ud
en

t’s
 p

ar
en

t i
s 

re
qu

ire
d 

fo
r 

st
ud

en
t

ac
co

un
ts

.

Ju
dg

em
en

ta
lly

 s
el

ec
te

d 
65

 a
cc

ou
nt

s 
fr

om
 a

po
pu

la
tio

n 
of

  4
78

3 
ac

co
un

ts
 a

nd
 v

er
ifi

ed
 th

at
th

e 
ac

ce
ss

 p
ro

vi
de

d 
w

as
 a

ut
ho

riz
ed

 b
y 

th
e

di
st

ric
t s

up
er

in
te

nd
en

t o
r 

th
e 

st
ud

en
t’s

 p
ar

en
t

an
d 

te
ac

he
r.

A
cc

es
s 

au
th

or
iz

at
io

n 
fo

rm
s 

w
er

e
pr

es
en

t f
or

 6
4 

of
 th

e 
65

 a
cc

ou
nt

s
se

le
ct

ed
.  

 A
ut

ho
riz

at
io

n 
st

an
da

rd
s 

w
er

e
co

m
pl

ie
d 

w
ith

 fo
r 

al
l 6

4 
au

th
or

iz
at

io
n

fo
rm

s 
ob

ta
in

ed
.



T
R

I-C
O

U
N

T
Y

 C
O

M
P

U
T

E
R

 S
E

R
V

IC
E

S
 A

S
S

O
C

IA
T

IO
N

T
E

S
T

S
 O

F
 O

P
E

R
A

T
IN

G
 E

F
F

E
C

T
IV

E
N

E
S

S

C
o

m
p

u
te

r 
S

ec
u

ri
ty

 -
 C

on
tr

ol
 O

bj
ec

tiv
e:

S
ec

u
ri

ty
 M

an
ag

em
en

t 
- 

M
an

ag
em

en
t s

ho
ul

d 
en

su
re

 th
e 

im
pl

em
en

ta
tio

n 
of

 a
cc

es
s 

co
nt

ro
l p

ol
ic

ie
s,

 w
hi

ch
 a

re
 b

as
ed

 o
n 

th
e

le
ve

l o
f r

is
k 

ar
is

in
g 

fr
om

 a
cc

es
s 

to
 p

ro
gr

am
s 

an
d 

da
ta

.

C
o

n
tr

o
l

O
b

je
ct

iv
e 

H
as

B
ee

n
 M

et

C
on

tr
ol

 P
ro

ce
du

re
s:

T
es

t D
es

cr
ip

tio
ns

:
T

es
t R

es
ul

ts
:

17

M
em

b
er

 S
ch

o
o

l D
is

tr
ic

t 
U

se
r 

C
o

n
tr

o
l C

o
n

si
d

er
at

io
n

s:
U

se
rs

 s
ho

ul
d 

be
 a

w
ar

e 
of

 th
e 

co
nf

id
en

tia
l n

at
ur

e 
of

 p
as

sw
or

ds
 a

nd
 s

ho
ul

d 
ta

ke
 p

re
ca

ut
io

ns
 to

 e
ns

ur
e 

pa
ss

w
or

ds
 a

re
 n

ot
 c

om
pr

om
is

ed
.

W
he

n 
us

er
 m

em
be

r 
sc

ho
ol

 d
is

tr
ic

t p
er

so
nn

el
 le

av
e 

or
 a

re
 o

th
er

w
is

e 
te

rm
in

at
ed

, a
ll 

ac
ce

ss
 c

ap
ab

ili
tie

s 
fo

r 
th

at
 u

se
r 

sh
ou

ld
 b

e 
re

m
ov

ed
 o

r
m

od
ifi

ed
.  

A
 m

es
sa

ge
 s

ho
ul

d 
im

m
ed

ia
te

ly
 b

e 
se

nt
 to

 th
e 

T
C

C
S

A
 p

er
so

nn
el

 n
ot

ify
in

g 
th

em
 o

f t
he

 v
ac

an
cy

 a
nd

 th
at

 p
riv

ile
ge

s 
to

 th
e 

sy
st

em
sh

ou
ld

 b
e 

re
vo

ke
d.

 



T
R

I-C
O

U
N

T
Y

 C
O

M
P

U
T

E
R

 S
E

R
V

IC
E

S
 A

S
S

O
C

IA
T

IO
N

T
E

S
T

S
 O

F
 O

P
E

R
A

T
IN

G
 E

F
F

E
C

T
IV

E
N

E
S

S

18

C
o

m
p

u
te

r 
S

ec
u

ri
ty

 -
 C

on
tr

ol
 O

bj
ec

tiv
e:

S
ys

te
m

 L
ev

el
 A

cc
es

s 
C

o
n

tr
o

ls
 -

 A
cc

es
s 

to
 th

e 
co

m
pu

te
r 

sy
st

em
, p

ro
gr

am
s,

 a
nd

 d
at

a 
sh

ou
ld

 b
e 

ap
pr

op
ria

te
ly

 r
es

tr
ic

te
d.

C
o

n
tr

o
l

O
b

je
ct

iv
e 

H
as

B
ee

n
 M

et

C
on

tr
ol

 P
ro

ce
du

re
s:

T
es

t D
es

cr
ip

tio
ns

:
T

es
t R

es
ul

ts
:

P
as

sw
or

d 
va

lu
es

 h
av

e 
be

en
 e

na
bl

ed
 to

 d
et

er
un

au
th

or
iz

ed
 a

cc
es

s 
th

ro
ug

h 
co

m
pr

om
is

ed
pa

ss
w

or
ds

.

P
C

D
A

, a
 s

ec
ur

ity
 a

na
ly

si
s 

to
ol

, w
as

 u
se

d 
to

ex
tr

ac
t i

nf
or

m
at

io
n 

fr
om

 th
e 

V
M

S
 s

ec
ur

ity
 fi

le
,

S
Y

S
U

A
F

. L
IS

, t
o 

de
te

rm
in

e 
th

e 
fo

llo
w

in
g:

•
U

se
r 

ac
co

un
ts

 h
av

in
g 

a 
pa

ss
w

or
d 

of
le

ss
 th

an
 s

ix
 c

ha
ra

ct
er

s,
•

U
se

r 
ac

co
un

ts
 w

ith
 a

 p
as

sw
or

d
lif

et
im

e 
of

 g
re

at
er

 th
an

 n
in

et
y 

da
ys

,
•

T
he

 n
um

be
r 

of
 u

se
r 

ac
co

un
ts

 h
av

in
g

pr
e-

ex
pi

re
d 

pa
ss

w
or

ds
.

A
ll 

ac
co

un
ts

 a
re

 r
eq

ui
re

d 
to

 b
e

pa
ss

w
or

d 
pr

ot
ec

te
d 

w
ith

 a
 p

as
sw

or
d 

of
at

 le
as

t s
ix

 c
ha

ra
ct

er
s 

in
 le

ng
th

.

A
cc

ou
nt

 p
as

sw
or

d 
lif

et
im

es
 fo

r 
10

9 
of

th
e 

47
83

 a
cc

ou
nt

s 
ex

ce
ed

ed
 th

e 
90

 d
ay

ch
an

ge
 r

eq
ui

re
m

en
t. 

O
ne

 e
xc

ep
tio

n 
of

th
e 

10
9 

ex
ce

pt
io

ns
 w

as
 a

n 
er

ro
r,

 w
ith

th
e 

re
m

ai
ni

ng
 1

08
 b

ei
ng

 a
 c

om
bi

na
tio

n
of

 th
e 

fo
llo

w
in

g 
ac

ce
pt

ab
le

 p
ol

ic
y

de
vi

at
io

ns
:

1.
 

A
cc

ou
nt

s 
us

ed
 b

y 
su

bs
tit

ut
e

lib
ra

ria
ns

 to
 a

cc
es

s 
th

e 
ca

rd
ca

ta
lo

g 
sy

st
em

. 
 2

.  
T

ra
in

in
g 

ac
co

un
ts

 u
se

d 
to

 tr
ai

n
ne

w
 u

se
rs

 w
ho

 a
tte

nd
 T

C
C

S
A

tr
ai

ni
ng

.
3.

  
A

pp
lic

at
io

n 
or

 o
pe

ra
tin

g 
sy

st
em

su
pp

or
t a

cc
ou

nt
s

4.
  

A
cc

ou
nt

s 
us

ed
 b

y 
st

ud
en

ts
 to

ac
ce

ss
 th

e 
ca

rd
 c

at
al

og
 s

ys
te

m
,

an
d 

5.
 

In
di

vi
du

al
 a

cc
ou

nt
s 

us
ed

 a
s

gu
es

t o
r 

pa
ss

 th
ro

ug
h 

ac
co

un
ts

pr
ov

id
ed

 to
 in

di
vi

du
al

s 
or

 o
th

er
D

A
S

s 
as

 n
ee

de
d.

N
um

er
ou

s 
ac

co
un

ts
 (

12
57

 a
cc

ou
nt

s)
w

er
e 

fo
un

d 
to

 h
av

e 
pr

e-
ex

pi
re

d
pa

ss
w

or
ds

.



T
R

I-C
O

U
N

T
Y

 C
O

M
P

U
T

E
R

 S
E

R
V

IC
E

S
 A

S
S

O
C

IA
T

IO
N

T
E

S
T

S
 O

F
 O

P
E

R
A

T
IN

G
 E

F
F

E
C

T
IV

E
N

E
S

S

C
o

m
p

u
te

r 
S

ec
u

ri
ty

 -
 C

on
tr

ol
 O

bj
ec

tiv
e:

S
ys

te
m

 L
ev

el
 A

cc
es

s 
C

o
n

tr
o

ls
 -

 A
cc

es
s 

to
 th

e 
co

m
pu

te
r 

sy
st

em
, p

ro
gr

am
s,

 a
nd

 d
at

a 
sh

ou
ld

 b
e 

ap
pr

op
ria

te
ly

 r
es

tr
ic

te
d.

C
o

n
tr

o
l

O
b

je
ct

iv
e 

H
as

B
ee

n
 M

et

C
on

tr
ol

 P
ro

ce
du

re
s:

T
es

t D
es

cr
ip

tio
ns

:
T

es
t R

es
ul

ts
:

19

T
he

 D
E

F
A

U
LT

 te
m

pl
at

es
 u

se
d 

to
 c

re
at

e
st

ud
en

t, 
te

ac
he

r,
 a

nd
 s

ta
ff 

ac
co

un
ts

 in
co

rp
or

at
e

th
e 

T
C

C
S

A
 p

as
sw

or
d 

st
an

da
rd

s.

T
he

 D
E

F
A

U
LT

 te
m

pl
at

es
 w

er
e 

ob
ta

in
ed

 fr
om

th
e 

E
xe

cu
tiv

e 
D

ire
ct

or
 a

nd
 w

er
e 

re
vi

ew
ed

 fo
r

ad
he

re
nc

e 
to

 s
ta

nd
ar

ds
 e

st
ab

lis
he

d 
by

 th
e

T
C

C
S

A
.

D
ef

au
lt 

se
tti

ng
s 

re
qu

ire
 th

at
 p

as
sw

or
ds

ar
e 

to
 b

e 
pr

e-
ex

pi
re

d,
 a

t l
ea

st
 s

ix
ch

ar
ac

te
rs

 in
 le

ng
th

, a
nd

 c
ha

ng
ed

 e
ve

ry
ni

ne
ty

 d
ay

s.

Lo
g-

in
 p

ar
am

et
er

s 
ha

ve
 b

ee
n 

se
t t

o 
co

nt
ro

l a
nd

m
on

ito
r 

si
gn

-o
n 

at
te

m
pt

s.
U

si
ng

 th
e 

V
M

S
 S

ys
te

m
 G

en
er

at
io

n 
(S

Y
S

G
E

N
)

U
til

ity
, t

he
 E

xe
cu

tiv
e 

D
ire

ct
or

 p
rin

te
d 

th
e 

V
M

S
Lo

gi
n 

pa
ra

m
et

er
s 

vi
a 

th
e 

S
H

O
W

 /L
G

I
co

m
m

an
d.

  P
ar

am
et

er
s 

w
er

e 
re

vi
ew

ed
 fo

r
ap

pr
op

ria
te

ne
ss

. 

P
ar

am
et

er
s 

ha
ve

 b
ee

n 
se

t a
nd

 c
on

tr
ol

s
ar

e 
in

 p
la

ce
 to

 a
dd

re
ss

 s
ig

n 
on

 a
tte

m
pt

s
an

d 
si

gn
 o

n 
co

ns
tr

ai
nt

s 
fo

r 
br

ea
k-

in
de

te
ct

io
n 

an
d 

ev
as

io
n.

  A
ll 

of
 th

es
e

S
Y

S
G

E
N

 p
ar

am
et

er
s 

ar
e 

co
ns

is
te

nt
w

ith
 th

e 
re

co
m

m
en

de
d 

C
om

pa
q

de
fa

ul
ts

.

Lo
gi

n 
sc

rip
ts

 a
re

 u
se

d 
to

 r
es

tr
ic

t u
se

rs
 a

cc
es

s
to

 th
e 

co
m

m
an

d 
pr

om
pt

. 
Ju

dg
em

en
ta

lly
 s

el
ec

te
d 

60
 a

cc
ou

nt
s 

m
ad

e 
up

of
 b

ot
h 

te
ac

he
r/

ad
m

in
is

tr
at

io
n 

ac
co

un
ts

 a
nd

st
ud

en
t a

cc
ou

nt
s,

 fr
om

 a
 to

ta
l a

cc
ou

nt
 b

as
e 

of
47

83
. V

er
ifi

ed
 th

e 
us

e 
of

 “
ca

pt
iv

e 
sc

rip
ts

” 
by

ex
am

in
in

g 
th

e 
S

Y
S

U
A

F
 p

ro
fil

e 
fo

r 
ea

ch
 a

cc
ou

nt
se

le
ct

ed
.  

Id
en

tif
ie

d 
th

e 
sc

rip
t u

se
d 

an
d

re
vi

ew
ed

 th
e 

ap
pr

op
ria

te
 s

cr
ip

t.

In
 a

ll 
ac

co
un

ts
 p

ro
fil

es
 e

xa
m

in
ed

, l
og

in
sc

rip
ts

 w
er

e 
us

ed
 to

 d
ire

ct
 u

se
r 

ac
ce

ss
to

 th
e 

O
E

C
N

 m
en

u 
sy

st
em

, a
nd

 p
re

ve
nt

th
e 

us
er

 fr
om

 g
ai

ni
ng

 a
cc

es
s 

to
 th

e
sy

st
em

 p
ro

m
pt

.

H
IT

M
A

N
 m

on
ito

rs
 te

rm
in

al
 a

ct
iv

ity
 a

nd
 lo

gs
 o

ff
in

ac
tiv

e 
us

er
s.

R
ev

ie
w

ed
 H

IT
M

A
N

 p
ar

am
et

er
 li

st
in

gs
 fo

r 
bo

th
P

rim
e 

an
d 

N
on

-P
rim

e 
ho

ur
s.

   
R

ev
ie

w
ed

 th
e

S
Y

S
T

A
R

T
U

P
_V

M
S

.C
O

M
 fi

le
 to

 e
ns

ur
e 

th
e

H
IT

M
A

N
 u

til
ity

 is
 p

ar
t o

f t
he

 s
ta

rt
up

 p
ro

ce
du

re
s.

F
irs

t a
nd

 s
ec

on
d 

w
ar

ni
ng

s 
ar

e 
gi

ve
n 

at
th

irt
y-

fiv
e 

an
d 

fo
rt

y 
m

in
ut

es
 r

es
pe

ct
iv

el
y,

w
ith

 p
ro

ce
ss

es
 b

ei
ng

 k
ill

ed
 a

t f
or

ty
-f

iv
e

m
in

ut
es

 o
f i

dl
e 

tim
e.

  T
C

C
S

A
 s

ta
ff

m
em

be
r 

ac
co

un
ts

 a
nd

 a
 li

m
ite

d 
nu

m
be

r
of

 s
ys

te
m

 p
ro

ce
ss

es
 o

r 
sy

st
em

ac
co

un
ts

 a
re

 lo
gg

ed
 o

ut
 a

fte
r

si
gn

ifi
ca

nt
ly

 lo
ng

er
 in

te
rv

al
s.

  F
ro

m
re

vi
ew

 o
f t

he
 S

Y
S

T
A

R
T

U
P

_V
M

S
.C

O
M

fil
e,

 H
IT

M
A

N
 is

 p
ar

t o
f t

he
 d

ai
ly

 s
ta

rt
 u

p
pr

oc
ed

ur
e.



T
R

I-C
O

U
N

T
Y

 C
O

M
P

U
T

E
R

 S
E

R
V

IC
E

S
 A

S
S

O
C

IA
T

IO
N

T
E

S
T

S
 O

F
 O

P
E

R
A

T
IN

G
 E

F
F

E
C

T
IV

E
N

E
S

S

C
o

m
p

u
te

r 
S

ec
u

ri
ty

 -
 C

on
tr

ol
 O

bj
ec

tiv
e:

S
ys

te
m

 L
ev

el
 A

cc
es

s 
C

o
n

tr
o

ls
 -

 A
cc

es
s 

to
 th

e 
co

m
pu

te
r 

sy
st

em
, p

ro
gr

am
s,

 a
nd

 d
at

a 
sh

ou
ld

 b
e 

ap
pr

op
ria

te
ly

 r
es

tr
ic

te
d.

C
o

n
tr

o
l

O
b

je
ct

iv
e 

H
as

B
ee

n
 M

et

C
on

tr
ol

 P
ro

ce
du

re
s:

T
es

t D
es

cr
ip

tio
ns

:
T

es
t R

es
ul

ts
:

20

A
 C

is
co

 P
IX

 (
P

riv
at

e 
In

te
rn

et
 E

xc
ha

ng
e)

F
ire

w
al

l a
nd

 a
 C

is
co

 7
51

3 
R

ou
te

r 
ar

e 
ut

ili
ze

d 
to

co
nt

ro
l I

nt
er

ne
t t

ra
ffi

c 
in

to
 a

nd
 o

ut
 o

f t
he

T
C

C
S

A
.

O
bt

ai
ne

d 
an

d 
re

vi
ew

ed
 n

et
w

or
k 

di
ag

ra
m

s 
fr

om
th

e 
N

et
w

or
k 

O
pe

ra
tio

ns
 M

an
ag

er
.  

O
bt

ai
ne

d
an

d 
re

vi
ew

ed
 th

e 
sy

nt
ax

 li
st

in
g 

fr
om

 th
e 

P
IX

bo
x.

A
 C

is
co

 R
ou

te
r 

an
d 

P
IX

 F
ire

w
al

l h
av

e
be

en
 p

la
ce

d 
be

tw
ee

n 
th

e 
In

te
rn

et
 a

nd
th

e 
T

C
C

S
A

 in
te

rn
al

 n
et

w
or

k.

In
te

rn
et

 tr
af

fic
 is

 c
on

tr
ol

le
d 

w
ith

in
 b

ot
h

de
vi

ce
s 

gi
ve

n 
th

e 
cu

rr
en

t c
on

fig
ur

at
io

n
se

tti
ng

s.

T
he

 in
te

rn
al

 n
et

w
or

k 
us

ed
 a

t t
he

 T
C

C
S

A
 u

se
s 

a
10

-d
ot

 n
et

w
or

k,
 w

hi
ch

 is
 a

n 
ad

dr
es

si
ng

 s
ch

em
e

un
ab

le
 to

 b
e 

us
ed

 o
ve

r 
th

e 
In

te
rn

et
.

C
on

fir
m

ed
 th

e 
ex

is
te

nc
e 

of
 th

e 
10

-d
ot

 n
et

w
or

k
w

ith
 th

e 
N

et
w

or
k 

O
pe

ra
tio

ns
 M

an
ag

er
, a

nd
 a

F
ie

ld
 S

er
vi

ce
 T

ec
hn

ic
ia

n.

U
si

ng
 th

e 
op

er
at

in
g 

sy
st

em
 c

om
m

an
d 

“S
H

O
W

U
S

E
R

/F
U

LL
” 

w
hi

ch
 d

is
pl

ay
s 

th
e 

co
nn

ec
tio

n
ty

pe
 o

f a
ll 

us
er

s 
cu

rr
en

tly
 lo

gg
ed

 in
to

 th
e

sy
st

em
, d

et
er

m
in

ed
 if

 a
 te

n 
do

t a
dd

re
ss

in
g

sc
he

m
e 

is
 b

ei
ng

 u
se

d 
at

 T
C

C
S

A
.

A
 te

n 
do

t a
dd

re
ss

in
g 

sc
he

m
e 

is
 u

se
d 

at
T

C
C

S
A

.

R
em

ot
e 

ad
m

in
is

tr
at

io
n 

of
 th

e 
fir

ew
al

ls
 a

nd
ro

ut
er

s 
us

ed
 to

 c
on

tr
ol

 In
te

rn
et

 a
cc

es
s 

is
re

st
ric

te
d 

to
 T

C
C

S
A

 s
ta

ff.
 

R
ev

ie
w

ed
 fi

re
w

al
l, 

an
d 

ro
ut

er
 c

on
fig

ur
at

io
ns

.
P

ar
am

et
er

 s
et

tin
gs

 r
eq

ui
re

 th
at

 tw
o

pa
ss

w
or

ds
 m

us
t b

e 
en

te
re

d 
be

fo
re

 a
n

in
di

vi
du

al
 c

an
 a

lte
r 

th
e 

co
nf

ig
ur

at
io

n 
of

th
e 

fir
ew

al
l o

r 
th

e 
ro

ut
er

.



T
R

I-C
O

U
N

T
Y

 C
O

M
P

U
T

E
R

 S
E

R
V

IC
E

S
 A

S
S

O
C

IA
T

IO
N

T
E

S
T

S
 O

F
 O

P
E

R
A

T
IN

G
 E

F
F

E
C

T
IV

E
N

E
S

S

21

C
o

m
p

u
te

r 
S

ec
u

ri
ty

 -
 C

on
tr

ol
 O

bj
ec

tiv
e:

A
p

p
lic

at
io

n
 L

ev
el

 A
cc

es
s 

C
o

n
tr

o
ls

 -
 A

cc
es

s 
to

 p
ar

tic
ul

ar
 fu

nc
tio

ns
 w

ith
in

 a
pp

lic
at

io
ns

 (
e.

g.
, a

pp
ro

vi
ng

 p
ay

m
en

t o
f

ve
nd

or
s)

 s
ho

ul
d 

be
 a

pp
ro

pr
ia

te
ly

 r
es

tr
ic

te
d 

to
 e

ns
ur

e 
th

e 
se

gr
eg

at
io

n 
of

 d
ut

ie
s 

an
d 

pr
ev

en
t u

na
ut

ho
riz

ed
 a

ct
iv

ity
.

C
o

n
tr

o
l

O
b

je
ct

iv
e 

H
as

B
ee

n
 M

et

C
on

tr
ol

 P
ro

ce
du

re
s:

T
es

t D
es

cr
ip

tio
ns

:
T

es
t R

es
ul

ts
:

A
 d

ef
au

lt 
m

en
u 

sy
st

em
 is

 p
ro

vi
de

d 
as

 a
 p

ar
t o

f
th

e 
ap

pl
ic

at
io

n 
so

ftw
ar

e 
an

d 
re

st
ric

ts
 u

se
rs

 to
th

e 
ap

pl
ic

at
io

n.
  T

he
 O

E
C

N
 S

ec
ur

ity
A

ut
ho

riz
at

io
n 

(O
S

A
) 

U
til

ity
 o

f t
he

 a
pp

lic
at

io
n

so
ftw

ar
e 

co
nt

ro
ls

 a
cc

es
s 

to
 a

pp
lic

at
io

ns
 b

as
ed

on
 V

M
S

 id
en

tif
ie

rs
. 

D
is

cu
ss

ed
 th

e 
O

S
A

 u
til

ity
 w

ith
 th

e 
E

xe
cu

tiv
e

D
ire

ct
or

 a
nd

 th
e 

S
of

tw
ar

e 
A

pp
lic

at
io

ns
 S

up
po

rt
M

an
ag

er
.

U
si

ng
 th

e 
V

M
S

 “
pu

sh
” 

ut
ili

ty
, r

ec
re

at
ed

 th
e

se
cu

rit
y 

en
vi

ro
nm

en
t o

f s
ev

en
 u

se
rs

 a
nd

ob
se

rv
ed

 th
e 

m
en

us
 p

ro
vi

de
d 

to
 th

es
e 

us
er

s 
by

th
e 

O
E

C
N

 S
ec

ur
ity

 A
ut

ho
riz

at
io

n 
ut

ili
ty

. 
C

om
pa

ris
on

s 
w

er
e 

th
en

 m
ad

e 
be

tw
ee

n 
th

e
m

en
u 

pr
ov

id
ed

 a
nd

 th
e 

id
en

tif
ie

rs
 li

st
ed

 o
n 

th
e

us
er

’s
 S

Y
S

U
A

F
 p

ro
fil

e 
to

 e
ns

ur
e 

th
at

 th
e 

m
en

u
ite

m
s 

lis
te

d 
co

rr
es

po
nd

ed
 to

 th
e 

pr
of

ile
s’

id
en

tif
ie

rs
.  

Id
en

tif
ie

rs
 a

re
 a

ss
ig

ne
d 

at
 th

e 
V

M
S

 le
ve

l
to

 in
di

vi
du

al
 u

se
r 

ac
co

un
ts

 u
po

n 
th

e
re

qu
es

t o
f t

he
 m

em
be

r 
sc

ho
ol

 d
is

tr
ic

t t
o

co
nt

ro
l t

he
ir 

ac
ce

ss
 to

 a
pp

lic
at

io
n

so
ftw

ar
e.

P
ro

gr
am

s 
lis

te
d 

on
 th

e 
m

en
us

 p
ro

vi
de

d
by

 th
e 

O
E

C
N

 S
ec

ur
ity

 A
ut

ho
riz

at
io

n
ut

ili
ty

 c
or

re
sp

on
d 

to
 th

e 
id

en
tif

ie
rs

 li
st

ed
in

 th
e 

se
le

ct
ed

 S
Y

S
U

A
F

 p
ro

fil
es

.

T
he

 O
E

C
N

_S
Y

S
M

A
N

 id
en

tif
ie

r,
 w

hi
ch

 g
ra

nt
s

ac
ce

ss
 to

 a
ll 

st
at

e 
so

ftw
ar

e 
pa

ck
ag

es
 w

ith
ou

t
ha

vi
ng

 to
 g

ra
nt

 in
di

vi
du

al
 id

en
tif

ie
rs

, i
s

re
st

ric
te

d 
to

 o
nl

y 
au

th
or

iz
ed

 p
er

so
nn

el
.

O
bt

ai
ne

d 
an

d 
re

vi
ew

ed
 a

 li
st

in
g 

of
 a

ll 
us

er
s

ha
vi

ng
 th

e 
O

E
C

N
_S

Y
S

M
A

N
 id

en
tif

ie
r.

 
D

is
cu

ss
ed

 th
e 

fu
nc

tio
na

lit
y 

of
 th

e 
id

en
tif

ie
r 

w
ith

th
e 

E
xe

cu
tiv

e 
D

ire
ct

or
.

T
he

 O
E

C
N

_S
Y

S
M

A
N

 id
en

tif
ie

r 
ha

s
be

en
 r

es
tr

ic
te

d 
to

 o
nl

y 
au

th
or

iz
ed

pe
rs

on
ne

l. 
 It

 w
as

 a
ls

o 
no

te
d 

th
at

 th
is

id
en

tif
ie

r 
gr

an
ts

 s
pe

ci
al

 p
riv

ile
ge

s 
on

ly
to

 th
e 

O
E

C
N

 s
ta

te
 s

of
tw

ar
e.

  I
t d

oe
s 

no
t

gr
an

t a
cc

es
s 

to
 d

at
a.

M
em

b
er

 S
ch

o
o

l D
is

tr
ic

t 
U

se
r 

C
o

n
tr

o
l C

o
n

si
d

er
at

io
n

s:
  

M
em

be
r 

sc
ho

ol
 d

is
tr

ic
ts

 s
ho

ul
d 

en
su

re
 th

at
 U

se
r 

Id
en

tif
ic

at
io

n 
C

od
es

 (
U

IC
s)

, p
as

sw
or

ds
 a

nd
 a

ss
oc

ia
te

d 
ac

ce
ss

 p
riv

ile
ge

s 
fo

r 
th

ei
r 

di
st

ric
t

pe
rs

on
ne

l a
re

 is
su

ed
 o

nl
y 

to
 a

ut
ho

riz
ed

 u
se

rs
 w

ho
 n

ee
d 

ac
ce

ss
 to

 c
om

pu
te

r 
re

so
ur

ce
s 

in
 o

rd
er

 to
 p

er
fo

rm
 th

ei
r 

jo
b 

fu
nc

tio
n.

U
IC

s 
sh

ou
ld

 b
e 

in
di

vi
du

al
ly

 a
ss

ig
ne

d 
to

 e
ac

h 
sy

st
em

 u
se

r 
to

 im
pr

ov
e 

in
di

vi
du

al
 a

cc
ou

nt
ab

ili
ty

 o
f u

se
r 

ac
tiv

ity
. 



T
R

I-C
O

U
N

T
Y

 C
O

M
P

U
T

E
R

 S
E

R
V

IC
E

S
 A

S
S

O
C

IA
T

IO
N

T
E

S
T

S
 O

F
 O

P
E

R
A

T
IN

G
 E

F
F

E
C

T
IV

E
N

E
S

S

22

C
o

m
p

u
te

r 
S

ec
u

ri
ty

 -
 C

on
tr

ol
 O

bj
ec

tiv
e:

S
en

si
ti

ve
 F

ac
ili

ti
es

 -
 U

se
 o

f s
en

si
tiv

e 
fa

ci
lit

ie
s,

 s
uc

h 
as

, m
as

te
r 

pa
ss

w
or

ds
, p

ow
er

fu
l u

til
iti

es
, a

nd
 s

ys
te

m
 m

an
ag

er
fa

ci
lit

ie
s,

 s
ho

ul
d 

be
 a

pp
ro

pr
ia

te
ly

 c
on

tr
ol

le
d.

C
o

n
tr

o
l

O
b

je
ct

iv
e 

H
as

B
ee

n
 M

et

C
on

tr
ol

 P
ro

ce
du

re
s:

T
es

t D
es

cr
ip

tio
ns

:
T

es
t R

es
ul

ts
:

W
O

R
LD

 W
rit

e 
an

d 
D

el
et

e 
ac

ce
ss

 a
re

 a
bs

en
t

fr
om

 th
e 

S
Y

S
$S

Y
S

R
O

O
T

 d
ire

ct
or

ie
s.

O
bt

ai
ne

d 
th

e 
fil

e 
di

re
ct

or
y 

lis
tin

g 
fo

r 
th

e
S

Y
S

$S
Y

S
R

O
O

T
 [S

Y
S

E
X

E
] a

nd
S

Y
S

$S
Y

S
R

O
O

T
 [S

Y
S

M
G

R
] d

ire
ct

or
ie

s 
an

d
re

vi
ew

ed
 th

e 
fil

e 
pr

ot
ec

tio
n 

m
as

ks
 fo

r 
W

O
R

LD
W

rit
e 

or
 D

el
et

e 
ac

ce
ss

. 

T
he

re
 w

er
e 

no
 fi

le
s 

in
 th

e 
di

re
ct

or
y

lis
tin

gs
 h

av
in

g 
W

O
R

LD
 a

cc
es

s 
eq

ua
l t

o
W

rit
e 

or
 D

el
et

e.

U
se

r 
ac

co
un

ts
 d

o 
no

t h
av

e 
U

IC
 g

ro
up

 n
um

be
rs

le
ss

 th
an

 M
A

X
S

Y
S

G
R

O
U

P
. 

T
hr

ou
gh

 th
e 

V
M

S
 S

ys
te

m
 G

en
er

at
io

n
(S

Y
S

G
E

N
) 

ut
ili

ty
 u

si
ng

 th
e 

S
H

O
W

M
A

X
S

Y
S

G
R

O
U

P
 c

om
m

an
d,

 d
et

er
m

in
ed

 th
e

M
A

X
S

Y
S

G
R

O
U

P
 n

um
be

r.

U
til

iz
in

g 
P

C
D

A
, o

bt
ai

ne
d 

a 
lis

tin
g 

of
 a

ll 
ac

co
un

ts
w

ith
 a

 U
IC

 le
ss

 th
an

 th
e 

M
A

X
S

Y
S

G
R

O
U

P
nu

m
be

r.

M
A

X
S

Y
S

G
R

O
U

P
 is

 s
et

 a
t e

ig
ht

.  
O

nl
y

fiv
e 

ac
co

un
ts

 h
av

e 
U

IC
s 

le
ss

 th
an

M
A

X
S

Y
S

G
R

O
U

P
.  

O
ne

 o
f t

he
 a

cc
ou

nt
s

is
 a

 g
en

er
ic

 o
pe

ra
to

r 
ac

co
un

t w
hi

ch
 is

us
ed

 to
 in

iti
at

e 
ba

ck
up

s.
  T

he
 r

em
ai

ni
ng

fo
ur

 a
cc

ou
nt

s 
ar

e 
de

fa
ul

t V
M

S
 s

ys
te

m
ad

m
in

is
tr

at
io

n 
ac

co
un

ts
.  

N
on

e 
of

 th
e

ac
co

un
ts

 b
el

on
g 

to
 m

em
be

r 
sc

ho
ol

di
st

ric
t u

se
rs

.

M
em

be
r 

sc
ho

ol
 d

is
tr

ic
t a

cc
ou

nt
s 

do
 n

ot
 h

av
e

pr
iv

ile
ge

s 
in

 e
xc

es
s 

of
 th

e 
m

in
im

um
 p

riv
ile

ge
s

ne
ce

ss
ar

y 
to

 u
se

 th
e 

sy
st

em
.

U
til

iz
in

g 
P

C
D

A
, o

bt
ai

ne
d 

a 
lis

tin
g 

of
 a

ll 
ac

co
un

ts
ha

vi
ng

 e
le

va
te

d 
pr

iv
ile

ge
s 

(m
or

e 
th

an
 N

E
T

M
B

X
an

d 
T

M
P

M
B

X
)

A
ll 

ac
co

un
ts

 w
ith

 e
le

va
te

d 
pr

iv
ile

ge
s 

ar
e

ei
th

er
 s

ys
te

m
 a

dm
in

is
tr

at
io

n 
ac

co
un

ts
,

ac
co

un
ts

 o
w

ne
d 

by
 th

e 
T

C
C

S
A

 s
ta

ff,
 o

r
ap

pl
ic

at
io

n/
op

er
at

in
g 

sy
st

em
ad

m
in

is
tr

at
io

n 
ac

co
un

ts
.  

N
on

e 
of

 th
e

ac
co

un
ts

 b
el

on
g 

to
 m

em
be

r 
sc

ho
ol

di
st

ric
t u

se
rs

.

W
O

R
LD

 a
cc

es
s 

is
 a

bs
en

t f
ro

m
 th

e
S

Y
S

U
A

F
.D

A
T

, N
E

T
P

R
O

X
Y

.D
A

T
 a

nd
R

IG
H

T
S

LI
S

T
.D

A
T

 s
ec

ur
ity

 fi
le

s.

O
bt

ai
ne

d 
th

e 
fil

e 
di

re
ct

or
y 

lis
tin

g 
fo

r 
th

e 
sy

st
em

di
re

ct
or

ie
s 

an
d 

re
vi

ew
ed

 th
e 

fil
e 

pr
ot

ec
tio

n
m

as
ks

 o
n 

th
e 

S
Y

S
U

A
F

.D
A

T
, N

E
T

P
R

O
X

Y
.D

A
T

an
d 

R
IG

H
T

S
LI

S
T

.D
A

T
 fi

le
s.

T
he

 s
ec

ur
ity

 fi
le

s 
N

E
T

P
R

O
X

Y
.D

A
T

 a
nd

R
IG

H
T

S
LI

S
T

.D
A

T
, h

av
e 

no
 W

O
R

LD
ac

ce
ss

.  
R

ea
d 

ac
ce

ss
 a

t t
he

 W
O

R
LD

le
ve

l h
as

 b
ee

n 
pr

ov
id

ed
 to

 th
e

S
Y

S
U

A
F

.D
A

T
 fi

le
.



T
R

I-C
O

U
N

T
Y

 C
O

M
P

U
T

E
R

 S
E

R
V

IC
E

S
 A

S
S

O
C

IA
T

IO
N

T
E

S
T

S
 O

F
 O

P
E

R
A

T
IN

G
 E

F
F

E
C

T
IV

E
N

E
S

S

23

C
o

m
p

u
te

r 
S

ec
u

ri
ty

 -
 C

on
tr

ol
 O

bj
ec

tiv
e:

P
h

ys
ic

al
 S

ec
u

ri
ty

 -
  C

om
pu

te
r 

fa
ci

lit
ie

s 
an

d 
da

ta
 s

ho
ul

d 
ha

ve
 a

pp
ro

pr
ia

te
 p

hy
si

ca
l a

cc
es

s 
re

st
ric

tio
ns

 a
nd

 b
e 

pr
op

er
ty

pr
ot

ec
te

d 
fr

om
 e

nv
iro

nm
en

ta
l d

an
ge

rs
.

C
o

n
tr

o
l

O
b

je
ct

iv
e 

H
as

B
ee

n
 M

et

C
on

tr
ol

 P
ro

ce
du

re
s:

T
es

t D
es

cr
ip

tio
ns

:
T

es
t R

es
ul

ts
:

P
hy

si
ca

l s
ec

ur
ity

 c
on

tr
ol

s 
in

cl
ud

e 
a 

ke
y 

pa
d

en
tr

y 
sy

st
em

 a
nd

 m
ot

io
n 

de
te

ct
or

s.
 

O
bs

er
ve

d 
ex

is
te

nc
e 

an
d 

us
e 

of
 th

e 
ke

y 
pa

d
en

tr
y 

de
vi

ce
s 

th
ro

ug
ho

ut
 th

e 
pe

rio
d 

of
fie

ld
w

or
k.

  O
bs

er
ve

d 
th

e 
ex

is
te

nc
e 

of
 m

ot
io

n
de

te
ct

io
n 

eq
ui

pm
en

t.

K
ey

 p
ad

 e
nt

ry
 d

ev
ic

es
 p

ro
te

ct
 th

e
en

tr
an

ce
 in

to
 th

e 
co

m
pu

te
r 

ro
om

.
M

ot
io

n 
de

te
ct

or
s 

ar
e 

lo
ca

te
d 

ju
st

 o
ut

si
de

th
e 

en
tr

an
ce

 o
f t

he
 c

om
pu

te
r 

ro
om

, a
nd

th
ro

ug
ho

ut
 th

e 
of

fic
es

 o
f T

C
C

S
A

.

E
nv

iro
nm

en
ta

l c
on

tr
ol

s 
in

cl
ud

e 
sm

ok
e

de
te

ct
or

s,
 te

m
pe

ra
tu

re
 a

nd
 h

um
id

ity
 c

on
tr

ol
s,

el
ev

at
ed

 fl
oo

rin
g 

an
d 

fir
e 

ex
tin

gu
is

he
rs

.

T
ou

re
d 

th
e 

co
m

pu
te

r 
ro

om
 a

nd
 o

bs
er

ve
d 

th
e

ex
is

te
nc

e 
of

 th
e 

lis
te

d 
en

vi
ro

nm
en

ta
l c

on
tr

ol
s.

A
n 

ai
r 

co
nd

iti
on

in
g 

sy
st

em
 is

 u
se

d 
to

co
nt

ro
l t

em
pe

ra
tu

re
 a

nd
 h

um
id

ity
.  

F
ire

ex
tin

gu
is

he
rs

 w
hi

ch
 a

re
 lo

ca
te

d 
in

 th
e

co
m

pu
te

r 
 r

oo
m

 a
nd

 th
ro

ug
h 

ou
t t

he
of

fic
es

 o
f T

C
C

S
A

 w
er

e 
te

st
ed

 in
 M

ay
 o

f
20

00
.  

E
le

va
te

d 
flo

or
in

g 
is

 u
til

iz
ed

 in
 th

e
co

m
pu

te
r 

ro
om

.

A
ll 

da
ta

 c
en

te
r 

eq
ui

pm
en

t i
s 

co
ve

re
d 

by
in

su
ra

nc
e.

O
bt

ai
ne

d 
an

d 
re

vi
ew

ed
 th

e 
si

gn
ed

 c
op

y 
of

 th
e

pr
op

er
ty

 in
su

ra
nc

e 
po

lic
y 

fo
r 

th
e 

pe
rio

d 
fr

om
02

/0
1/

98
 th

ro
ug

h 
02

/0
1/

01
 fr

om
 th

e 
E

xe
cu

tiv
e

D
ire

ct
or

. 

T
he

 d
at

a 
ce

nt
er

 e
qu

ip
m

en
t a

nd
so

ftw
ar

e 
ar

e 
co

ve
re

d 
by

 th
e 

in
su

ra
nc

e
po

lic
y.

 

M
em

b
er

 S
ch

o
o

l D
is

tr
ic

t 
U

se
r 

C
o

n
tr

o
l C

o
n

si
d

er
at

io
n

s:
T

er
m

in
al

s 
sh

ou
ld

 b
e 

pr
ot

ec
te

d 
ag

ai
ns

t d
am

ag
e 

or
 m

is
us

e 
by

 h
av

in
g 

se
pa

ra
te

 a
re

as
, e

ith
er

 in
de

pe
nd

en
t r

oo
m

s 
or

 s
ec

tio
ns

 o
f r

oo
m

s 
th

at
re

st
ric

t a
cc

es
s 

to
 o

nl
y 

au
th

or
iz

ed
 in

di
vi

du
al

s.

C
om

m
un

ic
at

io
n 

lin
es

, j
un

ct
io

ns
 a

nd
 m

od
em

s 
sh

ou
ld

 b
e 

se
cu

re
d 

in
 a

n 
ar

ea
 th

at
 r

es
tr

ic
ts

 a
cc

es
s 

to
 o

nl
y 

au
th

or
iz

ed
 in

di
vi

du
al

s.



T
R

I-C
O

U
N

T
Y

 C
O

M
P

U
T

E
R

 S
E

R
V

IC
E

S
 A

S
S

O
C

IA
T

IO
N

T
E

S
T

S
 O

F
 O

P
E

R
A

T
IN

G
 E

F
F

E
C

T
IV

E
N

E
S

S

24

C
o

m
p

u
te

r 
O

p
er

at
io

n
s

C
o

m
p

u
te

r 
O

p
er

at
io

n
s 

- 
C

on
tr

ol
 O

bj
ec

tiv
e:

B
at

ch
 P

ro
ce

ss
es

 -
 B

at
ch

 p
ro

ce
ss

es
 th

at
 m

us
t b

e 
ru

n 
at

 s
pe

ci
fic

 ti
m

es
 (

e.
g.

, d
ai

ly
, w

ee
kl

y,
 m

on
th

-e
nd

, a
nd

 y
ea

r-
en

d)
 s

ho
ul

d
be

 d
oc

um
en

te
d,

 s
ch

ed
ul

ed
, a

nd
 m

ai
nt

ai
ne

d 
on

 a
n 

on
go

in
g 

ba
si

s.

C
o

n
tr

o
l

O
b

je
ct

iv
e 

H
as

B
ee

n
 M

et

C
on

tr
ol

 P
ro

ce
du

re
s:

T
es

t D
es

cr
ip

tio
ns

:
T

es
t R

es
ul

ts
:

T
he

 T
C

C
S

A
 p

er
fo

rm
s 

ce
rt

ai
n 

ro
ut

in
e 

jo
bs

 fo
r

re
po

rt
in

g 
E

M
IS

 d
at

a 
au

to
m

at
ic

al
ly

 th
ro

ug
h

va
rio

us
 p

ro
gr

am
s 

an
d 

a 
sc

he
du

lin
g 

pr
og

ra
m

ca
ll 

D
E

C
S

ch
ed

ul
er

. 

O
bt

ai
ne

d 
an

d 
re

vi
ew

ed
 th

e 
pr

og
ra

m
s 

an
d

D
E

C
S

ch
ed

ul
er

 jo
bs

 r
es

po
ns

ib
le

 fo
r 

th
e

au
to

m
at

io
n 

of
 E

M
IS

 r
ep

or
tin

g.

E
M

IS
 r

ep
or

tin
g 

is
 a

n 
au

to
m

at
ed

 p
ro

ce
ss

ac
co

m
pl

is
he

d 
th

ro
ug

h 
pr

og
ra

m
s 

an
d

D
E

C
S

ch
ed

ul
er

.  
T

he
 r

ep
or

tin
g 

is
sc

he
du

le
d 

to
 b

e 
pe

rf
or

m
ed

 o
n 

sp
ec

ifi
c

da
ys

 o
f t

he
 w

ee
k 

th
ro

ug
h

D
E

C
S

ch
ed

ul
er

.

C
o

m
p

u
te

r 
O

p
er

at
io

n
s 

- 
C

on
tr

ol
 O

bj
ec

tiv
e:

B
ac

ku
p

 -
 U

p-
to

-d
at

e 
ba

ck
up

s 
of

 p
ro

gr
am

s 
an

d 
da

ta
 s

ho
ul

d 
be

 a
va

ila
bl

e 
in

 e
m

er
ge

nc
ie

s.
C

o
n

tr
o

l
O

b
je

ct
iv

e 
H

as
B

ee
n

 M
et

C
on

tr
ol

 P
ro

ce
du

re
s:

T
es

t D
es

cr
ip

tio
ns

:
T

es
t R

es
ul

ts
:

F
ul

l s
ys

te
m

 b
ac

ku
ps

 a
re

 in
iti

at
ed

 M
on

da
y

th
ro

ug
h 

F
rid

ay
 fo

r 
th

e 
A

lp
ha

 s
ys

te
m

 w
ith

 th
e

us
e 

of
 a

 b
at

ch
 jo

b 
sc

he
du

le
r 

pr
og

ra
m

.

O
bt

ai
ne

d 
an

d 
re

vi
ew

ed
 th

e 
D

E
C

S
ch

ed
ul

er
 li

st
of

 jo
bs

 a
nd

 a
 p

rin
to

ut
 o

f t
he

 b
ac

ku
p 

pr
og

ra
m

.

O
bt

ai
ne

d 
an

d 
re

vi
ew

ed
 c

op
ie

s 
of

 th
e 

ba
ck

up
lo

g 
an

d 
sy

st
em

 g
en

er
at

ed
 b

ac
ku

p 
re

po
rt

s 
fo

r
in

di
ca

tio
ns

 th
at

 b
ac

ku
ps

 w
er

e 
pe

rf
or

m
ed

th
ro

ug
ho

ut
 th

e 
au

di
t p

er
io

d.

B
ac

ku
ps

 a
re

 s
ch

ed
ul

ed
 th

ro
ug

h
D

E
C

S
ch

ed
ul

er
 to

 b
e 

pe
rf

or
m

ed
 M

on
da

y
th

ro
ug

h 
F

rid
ay

 a
t 1

1:
00

 p
.m

.  
T

w
o 

ta
pe

s
ar

e 
cr

ea
te

d 
w

hi
ch

 c
on

ta
in

 o
pe

ra
tin

g
sy

st
em

 fi
le

s 
an

d 
us

er
 d

at
a.

B
ac

ku
ps

 a
re

 ta
ke

n 
of

f-
si

te
 tw

ic
e 

a 
w

ee
k.

O
bs

er
ve

d 
th

e 
ro

ta
tio

n 
of

 b
ac

ku
ps

 to
 th

e 
of

f-
si

te
lo

ca
tio

n.

O
bt

ai
ne

d 
an

d 
re

vi
ew

ed
 th

e 
ba

ck
up

 lo
g 

fo
r

do
cu

m
en

ta
tio

n 
of

 th
e 

ro
ta

tio
n 

of
 b

ac
ku

ps
 o

ff-
si

te
.

T
he

 M
an

ag
er

 o
f N

et
w

or
k 

O
pe

ra
tio

ns
to

ok
 th

e 
se

co
nd

 m
os

t r
ec

en
t a

nd
 th

e
th

ird
 m

os
t r

ec
en

t s
et

 o
f b

ac
ku

p 
ta

pe
s 

to
th

e 
of

fs
ite

 fa
ci

lit
y 

lo
ca

te
d 

ap
pr

ox
im

at
el

y
fiv

e 
bl

oc
ks

 a
w

ay
 fr

om
 th

e 
of

fic
es

 o
f t

he
T

C
C

S
A

.  
H

e 
re

tu
rn

ed
 w

ith
 tw

o 
se

ts
 o

f 
ba

ck
up

 ta
pe

s 
fr

om
 th

e 
pr

ev
io

us
 w

ee
k.

 
Lo

gs
 d

oc
um

en
t b

ac
ku

p 
ro

ta
tio

n.
 



T
R

I-C
O

U
N

T
Y

 C
O

M
P

U
T

E
R

 S
E

R
V

IC
E

S
 A

S
S

O
C

IA
T

IO
N

T
E

S
T

S
 O

F
 O

P
E

R
A

T
IN

G
 E

F
F

E
C

T
IV

E
N

E
S

S

C
o

m
p

u
te

r 
O

p
er

at
io

n
s 

- 
C

on
tr

ol
 O

bj
ec

tiv
e:

B
ac

ku
p

 -
 U

p-
to

-d
at

e 
ba

ck
up

s 
of

 p
ro

gr
am

s 
an

d 
da

ta
 s

ho
ul

d 
be

 a
va

ila
bl

e 
in

 e
m

er
ge

nc
ie

s.
C

o
n

tr
o

l
O

b
je

ct
iv

e 
H

as
B

ee
n

 M
et

C
on

tr
ol

 P
ro

ce
du

re
s:

T
es

t D
es

cr
ip

tio
ns

:
T

es
t R

es
ul

ts
:

25

M
em

b
er

 S
ch

o
o

l D
is

tr
ic

t 
U

se
r 

C
o

n
tr

o
l C

o
n

si
d

er
at

io
n

s:
M

em
be

r 
sc

ho
ol

 d
is

tr
ic

ts
 s

ho
ul

d 
re

ta
in

 s
ou

rc
e 

do
cu

m
en

ts
 fo

r 
an

 a
de

qu
at

e 
pe

rio
d 

to
 e

ns
ur

e 
da

ta
 c

an
 b

e 
re

-e
nt

er
ed

 in
 th

e 
ev

en
t t

ha
t d

at
a 

fil
es

ar
e 

de
st

ro
ye

d 
pr

io
r 

to
 b

ei
ng

 b
ac

ke
d 

up
 a

nd
 r

ot
at

ed
 o

ff-
si

te
.

M
em

be
r 

sc
ho

ol
 d

is
tr

ic
ts

 s
ho

ul
d 

es
ta

bl
is

h 
an

d 
en

fo
rc

e 
a 

fo
rm

al
 d

at
a 

re
te

nt
io

n 
sc

he
du

le
 w

ith
 th

e 
T

C
C

S
A

 fo
r 

th
e 

va
rio

us
 a

pp
lic

at
io

n 
da

ta
 fi

le
s.

C
o

m
p

u
te

r 
O

p
er

at
io

n
s 

- 
C

on
tr

ol
 O

bj
ec

tiv
e:

D
is

as
te

r 
R

ec
o

ve
ry

 -
 A

de
qu

at
e 

pl
an

s 
sh

ou
ld

 e
xi

st
 fo

r 
th

e 
re

co
ve

ry
 o

f c
rit

ic
al

 c
om

pu
te

r 
re

so
ur

ce
s 

fo
llo

w
in

g 
an

 e
ve

nt
 w

hi
ch

di
sr

up
ts

 d
at

a 
pr

oc
es

si
ng

 s
er

vi
ce

s 
fo

r 
an

 e
xt

en
de

d 
pe

rio
d 

of
 ti

m
e.

C
o

n
tr

o
l

O
b

je
ct

iv
e 

H
as

N
O

T
 B

ee
n

M
et

C
on

tr
ol

 P
ro

ce
du

re
s:

T
es

t D
es

cr
ip

tio
ns

:
T

es
t R

es
ul

ts
:

T
he

 T
C

C
S

A
 h

as
 e

nt
er

ed
 in

to
 r

ec
ip

ro
ca

l
ag

re
em

en
ts

 w
ith

 A
C

C
E

S
S

, a
nd

 L
A

C
A

 fo
r 

us
e 

of
th

ei
r 

co
m

pu
te

r 
fa

ci
lit

ie
s 

in
 th

e 
ev

en
t o

f a
di

sa
st

er
.

O
bt

ai
ne

d 
an

d 
re

vi
ew

ed
 th

e 
re

ci
pr

oc
al

ag
re

em
en

ts
.

T
he

 T
C

C
S

A
 h

as
 r

ec
ip

ro
ca

l a
gr

ee
m

en
ts

w
ith

 A
C

C
E

S
S

 a
nd

 L
A

C
A

.

M
em

b
er

 S
ch

o
o

l D
is

tr
ic

t 
U

se
r 

C
o

n
tr

o
l C

o
n

si
d

er
at

io
n

s:
M

em
be

r 
sc

ho
ol

 d
is

tr
ic

ts
 s

ho
ul

d 
de

ve
lo

p,
 te

st
 a

nd
 m

ai
nt

ai
n 

co
nt

in
ge

nc
y 

pr
oc

ed
ur

es
 to

 b
e 

pe
rf

or
m

ed
 in

 th
e 

ev
en

t o
f a

n 
ex

te
nd

ed
 lo

ss
 o

f
co

m
pu

te
r 

re
so

ur
ce

s.
  S

uc
h 

pr
oc

ed
ur

es
 s

ho
ul

d 
be

 e
st

ab
lis

he
d 

ba
se

d 
up

on
 th

e 
m

ax
im

um
 o

ut
ag

e 
to

le
ra

nc
es

 fo
r 

cr
iti

ca
l a

pp
lic

at
io

ns
.

C
o

m
p

u
te

r 
O

p
er

at
io

n
s 

- 
C

on
tr

ol
 O

bj
ec

tiv
e:

R
ec

o
ve

ry
 f

ro
m

 O
p

er
at

io
n

al
 F

ai
lu

re
s 

- 
T

he
re

 s
ho

ul
d 

be
 a

pp
ro

pr
ia

te
 p

ro
ce

du
re

s 
to

 e
ns

ur
e 

th
at

 o
pe

ra
tio

na
l f

ai
lu

re
s 

(e
.g

.,
di

sk
 d

riv
e 

pr
ob

le
m

s,
 p

ro
gr

am
 A

B
E

N
D

S
, a

nd
 o

th
er

 e
m

er
ge

nc
ie

s)
 a

re
 id

en
tif

ie
d,

 r
es

ol
ve

d 
in

 a
 ti

m
el

y 
m

an
ne

r,
 a

nd
 w

he
re

ap
pr

op
ria

te
, a

pp
ro

ve
d 

re
sp

ec
tiv

el
y 

by
 a

pp
ro

pr
ia

te
 IT

 s
ta

ff 
an

d 
us

er
.

C
o

n
tr

o
l

O
b

je
ct

iv
e 

H
as

B
ee

n
 M

et

C
on

tr
ol

 P
ro

ce
du

re
s:

T
es

t D
es

cr
ip

tio
ns

:
T

es
t R

es
ul

ts
:

A
 m

ai
nt

en
an

ce
 u

til
ity

 is
 s

ch
ed

ul
ed

 th
ro

ug
h 

th
e

D
E

C
S

ch
ed

ul
er

 p
ro

gr
am

 to
 p

er
fo

rm
m

ai
nt

en
an

ce
 o

n 
a 

re
gu

la
r 

ba
si

s.

O
bt

ai
ne

d 
an

d 
re

vi
ew

ed
 th

e 
D

E
C

S
ch

ed
ul

er
 jo

b
lis

tin
gs

.
A

 d
is

k 
ut

ili
ty

 is
 u

se
d 

to
 p

er
fo

rm
 r

ou
tin

e
m

ai
nt

en
an

ce
, s

uc
h 

as
 d

is
k 

de
-

fr
ag

m
en

ta
tio

n 
to

 th
e 

ha
rd

 d
riv

es
 o

f t
he

A
lp

ha
 s

ys
te

m
.  

It 
is

 s
ch

ed
ul

ed
 to

 r
un

 o
n

a 
w

ee
kl

y 
ba

si
s.



T
R

I-C
O

U
N

T
Y

 C
O

M
P

U
T

E
R

 S
E

R
V

IC
E

S
 A

S
S

O
C

IA
T

IO
N

T
E

S
T

S
 O

F
 O

P
E

R
A

T
IN

G
 E

F
F

E
C

T
IV

E
N

E
S

S

C
o

m
p

u
te

r 
O

p
er

at
io

n
s 

- 
C

on
tr

ol
 O

bj
ec

tiv
e:

R
ec

o
ve

ry
 f

ro
m

 O
p

er
at

io
n

al
 F

ai
lu

re
s 

- 
T

he
re

 s
ho

ul
d 

be
 a

pp
ro

pr
ia

te
 p

ro
ce

du
re

s 
to

 e
ns

ur
e 

th
at

 o
pe

ra
tio

na
l f

ai
lu

re
s 

(e
.g

.,
di

sk
 d

riv
e 

pr
ob

le
m

s,
 p

ro
gr

am
 A

B
E

N
D

S
, a

nd
 o

th
er

 e
m

er
ge

nc
ie

s)
 a

re
 id

en
tif

ie
d,

 r
es

ol
ve

d 
in

 a
 ti

m
el

y 
m

an
ne

r,
 a

nd
 w

he
re

ap
pr

op
ria

te
, a

pp
ro

ve
d 

re
sp

ec
tiv

el
y 

by
 a

pp
ro

pr
ia

te
 IT

 s
ta

ff 
an

d 
us

er
.

C
o

n
tr

o
l

O
b

je
ct

iv
e 

H
as

B
ee

n
 M

et

C
on

tr
ol

 P
ro

ce
du

re
s:

T
es

t D
es

cr
ip

tio
ns

:
T

es
t R

es
ul

ts
:

26

T
he

 T
C

C
S

A
 h

as
 h

ar
dw

ar
e 

m
ai

nt
en

an
ce

ag
re

em
en

ts
 w

ith
 C

om
pa

q,
 D

at
a 

S
er

v 
In

c.
 a

nd
C

is
co

 S
ys

te
m

s.

O
bt

ai
ne

d 
an

d 
re

vi
ew

ed
 h

ar
dw

ar
e 

m
ai

nt
en

an
ce

ag
re

em
en

ts
 in

 p
la

ce
 d

ur
in

g 
th

e 
au

di
t p

er
io

d.
 

O
bt

ai
ne

d 
an

d 
re

vi
ew

ed
 p

ay
m

en
t d

oc
um

en
ta

tio
n

fo
r 

th
e 

C
is

co
 a

gr
ee

m
en

t.

T
he

 T
C

C
S

A
 h

as
 o

ng
oi

ng
 m

ai
nt

en
an

ce
ag

re
em

en
ts

 w
ith

 C
om

pa
q,

 D
at

a 
S

er
v

In
c 

an
d 

C
is

co
 S

ys
te

m
s 

fo
r 

su
pp

or
t o

f
th

e 
T

C
C

S
A

 c
om

pu
te

r 
sy

st
em

s.

C
o

m
p

u
te

r 
O

p
er

at
io

n
s 

- 
C

on
tr

ol
 O

bj
ec

tiv
e:

U
p

g
ra

d
es

 t
o

 S
ys

te
m

 S
o

ft
w

ar
e 

- 
T

he
 s

el
ec

tio
n 

of
 n

ew
 s

of
tw

ar
e 

or
 u

pg
ra

de
s 

to
 e

xi
st

in
g 

sy
st

em
 s

of
tw

ar
e 

(e
.g

., 
op

er
at

in
g

sy
st

em
, p

lu
s 

an
y 

su
pp

le
m

en
ta

l s
of

tw
ar

e 
in

 a
re

as
 s

uc
h 

as
 s

ec
ur

ity
, s

ch
ed

ul
in

g 
of

 b
at

ch
 p

ro
ce

ss
es

, a
nd

 n
et

w
or

ki
ng

) 
sh

ou
ld

no
t c

au
se

 p
ro

ce
ss

in
g 

er
ro

rs
 o

r 
un

de
rm

in
e 

sy
st

em
 s

of
tw

ar
e-

ba
se

d 
co

nt
ro

ls
.

C
o

n
tr

o
l

O
b

je
ct

iv
e 

H
as

B
ee

n
 M

et

C
on

tr
ol

 P
ro

ce
du

re
s:

T
es

t D
es

cr
ip

tio
ns

:
T

es
t R

es
ul

ts
:

T
he

 N
B

E
C

, w
ho

 a
ct

s 
as

 th
e 

fis
ca

l a
ge

nt
 fo

r 
th

is
an

d 
ot

he
r 

pa
rt

ic
ip

at
in

g 
D

A
S

, h
as

 e
nt

er
ed

 in
to

 a
lic

en
se

 u
nd

er
 th

e 
C

am
pu

sw
id

e 
S

of
tw

ar
e

Li
ce

ns
e 

G
ra

nt
 (

C
S

LG
) 

pr
og

ra
m

 th
ro

ug
h 

th
e

M
an

ag
em

en
t C

ou
nc

il 
of

 th
e 

O
hi

o 
E

du
ca

tio
n

C
om

pu
te

r 
N

et
w

or
k 

(M
C

-O
E

C
N

),
 in

 a
cq

ui
rin

g
an

d/
or

 p
ro

vi
di

ng
 s

of
tw

ar
e 

m
ai

nt
en

an
ce

 s
er

vi
ce

s
fo

r 
a 

lim
ite

d 
se

rie
s 

of
 C

om
pa

q 
so

ftw
ar

e
pa

ck
ag

es
.

O
bt

ai
ne

d 
a 

co
py

 o
f t

he
 C

S
LG

 a
gr

ee
m

en
t t

he
N

B
E

C
 h

as
 w

ith
 th

e 
T

C
C

S
A

 to
 e

ns
ur

e 
th

e
ag

re
em

en
t i

s 
cu

rr
en

t.

T
he

 T
C

C
S

A
 h

as
 a

 c
ur

re
nt

 s
ig

ne
d

ag
re

em
en

t w
ith

 th
e 

N
B

E
C

 fo
r 

th
e 

pe
rio

d
of

 J
ul

y 
1,

 1
99

9 
to

 J
un

e 
30

, 2
00

0.



T
R

I-C
O

U
N

T
Y

 C
O

M
P

U
T

E
R

 S
E

R
V

IC
E

S
 A

S
S

O
C

IA
T

IO
N

O
T

H
E

R
 IN

F
O

R
M

A
T

IO
N

27

S
E

C
T

IO
N

 IV
 -

 O
T

H
E

R
 IN

F
O

R
M

A
T

IO
N

 P
R

O
V

ID
E

D
 B

Y
 T

H
E

 S
E

R
V

IC
E

 O
R

G
A

N
IZ

A
T

IO
N

C
O

N
S

O
R

T
IU

M
 P

R
O

F
IL

E
O

H
IO

 E
D

U
C

A
T

IO
N

 C
O

M
P

U
T

E
R

 N
E

T
W

O
R

K

S
IT

E
 D

A
T

A

C
on

so
rt

iu
m

 N
am

e:
T

ri-
C

ou
nt

y 
C

om
pu

te
r 

S
er

vi
ce

s 
A

ss
oc

ia
tio

n 
 (

T
C

C
S

A
)

C
on

so
rt

iu
m

 N
um

be
r:

19
N

od
e 

N
am

e:
T

C
C

S
A

C
on

so
rt

iu
m

 C
ha

irp
er

so
n:

E
dw

ar
d 

S
w

ar
tz

S
up

er
in

te
nd

en
t

T
ri-

C
ou

nt
y 

E
du

ca
tio

na
l S

er
vi

ce
s 

C
en

te
r

F
is

ca
l A

ge
nt

 D
is

tr
ic

t:
T

ri-
C

ou
nt

y 
E

du
ca

tio
na

l S
er

vi
ce

s 
C

en
te

r 

D
at

a 
A

cq
ui

si
tio

n 
S

ite
 A

dm
in

is
tr

at
or

:
S

tu
ar

t W
or

km
an

E
xe

cu
tiv

e 
D

ire
ct

or
T

C
C

S
A

S
ite

 A
dm

in
is

tr
at

or
's

 A
dd

re
ss

:
21

25
-B

 E
ag

le
 P

as
s

W
oo

st
er

, O
H

 4
46

91

S
ite

 A
dm

in
is

tr
at

or
's

 T
el

ep
ho

ne
:

33
0-

26
4-

60
47

F
A

X
:

33
0-

26
4-

57
03

D
at

a 
C

en
te

r 
A

dd
re

ss
:

21
25

-B
 E

ag
le

 P
as

s
W

oo
st

er
, O

H
 4

46
91

D
at

a 
C

en
te

r 
T

el
ep

ho
ne

:
33

0-
26

4-
60

47



T
R

I-C
O

U
N

T
Y

 C
O

M
P

U
T

E
R

 S
E

R
V

IC
E

S
 A

S
S

O
C

IA
T

IO
N

O
T

H
E

R
 IN

F
O

R
M

A
T

IO
N

28

O
T

H
E

R
 S

IT
E

 S
T

A
F

F

Ji
m

 F
ra

nk
s 

M
an

ag
er

 o
f S

of
tw

ar
e 

A
pp

lic
at

io
ns

 a
nd

 S
up

po
rt

S
he

rr
y 

W
ill

ia
m

s 
A

ss
is

ta
nt

 M
an

ag
er

 o
f S

of
tw

ar
e 

A
pp

lic
at

io
ns

 a
nd

 S
up

po
rt

Jo
hn

 R
. V

an
La

ne
n 

M
an

ag
er

 o
f N

et
w

or
k 

O
pe

ra
tio

ns
B

ra
d 

H
um

ric
ho

us
er

LA
N

 A
dm

in
is

tr
at

or
D

ou
g 

A
ck

er
m

an
 

F
ie

ld
 S

er
vi

ce
s 

T
ec

hn
ic

ia
n

P
hi

lip
 M

cN
au

ll
F

ie
ld

 S
er

vi
ce

s 
T

ec
hn

ic
ia

n
Jo

na
th

an
 J

oh
ns

on
 

F
ie

ld
 S

er
vi

ce
s 

T
ec

hn
ic

ia
n

R
og

er
 D

ot
y

F
ie

ld
 S

er
vi

ce
s 

T
ec

hn
ic

ia
n

R
oy

 T
em

pl
em

an
F

ie
ld

 S
er

vi
ce

s 
T

ec
hn

ic
ia

n
Jo

hn
 B

en
o

W
or

ks
ta

tio
n 

R
ep

ai
r

D
eb

 C
ar

ro
ll

S
of

tw
ar

e 
S

up
po

rt
 S

pe
ci

al
is

t
Jo

se
ph

 P
ic

ki
ng

E
du

ca
tio

na
l T

ec
hn

ol
og

y 
C

oo
rd

in
at

or
K

en
na

rd
 M

en
g

T
ec

hn
ol

og
y 

C
oo

rd
in

at
or

M
ar

y 
B

ar
be

r
E

du
ca

tio
na

l T
ec

hn
ol

og
is

t
T

ho
m

as
 G

ra
nd

y
E

du
ca

tio
na

l T
ec

hn
ol

og
is

t
Jo

an
ne

 P
or

r
E

du
ca

tio
na

l T
ec

hn
ol

og
is

t
K

im
 S

up
pe

s
S

ec
re

ta
ry

A
lic

e 
R

eh
m

S
ec

re
ta

ry
 -

 P
ar

t T
im

e



T
R

I-C
O

U
N

T
Y

 C
O

M
P

U
T

E
R

 S
E

R
V

IC
E

S
 A

S
S

O
C

IA
T

IO
N

O
T

H
E

R
 IN

F
O

R
M

A
T

IO
N

29

H
A

R
D

W
A

R
E

 D
A

T
A

C
en

tr
al

 P
ro

ce
ss

or
s 

an
d 

P
er

ip
he

ra
l E

qu
ip

m
en

t

C
P

U
 U

n
it

 1

M
od

el
 N

um
be

r
In

st
al

le
d

C
ap

ac
ity

/D
en

si
ty

/S
pe

ed

C
P

U
:

G
S

 6
0

Li
ne

s/
P

or
ts

:
N

/A
M

em
or

y 
In

st
al

le
d:

 3
 G

B

D
is

k:
R

Z
1E

F
   

  
U

ni
ts

:
2

T
ot

al
 C

ap
ac

ity
:

36
.0

 G
B

D
is

k:
R

Z
22

9
U

ni
ts

11
T

ot
al

 C
ap

ac
ity

:
49

.5
 G

B

T
ap

e 
U

ni
t: 

T
Z

89
U

ni
ts

:
1

M
ax

 D
en

si
ty

:
N

/A
T

ap
e 

U
ni

t: 
T

Z
20

7
U

ni
ts

:
1

M
ax

 D
en

si
ty

:
9 

tr
ac

k 
62

50

P
rin

te
r:

 
H

P
 2

56
6

U
ni

ts
:

1
P

rin
t S

pe
ed

:
90

0 
LP

M
P

rin
te

r:
H

P
 2

56
2

U
ni

ts
:

1
P

rin
t S

pe
ed

:
45

0 
LP

M

C
P

U
 U

n
it

 2

M
od

el
 N

um
be

r
In

st
al

le
d

C
ap

ac
ity

/D
en

si
ty

/S
pe

ed

C
P

U
:

D
E

C
 A

lp
ha

 S
er

ve
r

Li
ne

s/
P

or
ts

:
N

/A
M

em
or

y 
In

st
al

le
d:

 
25

6 
M

b
10

00
/2

33

D
is

k:
R

Z
29

B
U

ni
ts

:
1

T
ot

al
 C

ap
ac

ity
:

4.
3 

  G
B

R
Z

28
1

2.
1 

  G
B

R
Z

1E
D

2
36

.4
 G

B
R

Z
1D

N
2

18
.2

 G
B

T
ap

e 
U

ni
t:

T
L0

6
U

ni
ts

:
1

M
ax

 D
en

si
ty

:
4.

0 
G

B
 D

at



T
R

I-C
O

U
N

T
Y

 C
O

M
P

U
T

E
R

 S
E

R
V

IC
E

S
 A

S
S

O
C

IA
T

IO
N

O
T

H
E

R
 IN

F
O

R
M

A
T

IO
N

30

C
P

U
 U

n
it

 3

M
od

el
 N

um
be

r
In

st
al

le
d

C
ap

ac
ity

/D
en

si
ty

/S
pe

ed

C
P

U
:

D
E

C
 V

S
 4

00
0

Li
ne

s/
P

or
ts

:
N

/A
M

em
or

y 
In

st
al

le
d:

 
32

 M
B

D
is

k:
R

Z
25

U
ni

ts
:

1
T

ot
al

 C
ap

ac
ity

:
42

6 
M

B
D

is
k:

R
R

D
42

C
D

R
O

M
U

ni
ts

:
1

T
ot

al
 C

ap
ac

ity
:

60
0 

M
B

T
ap

e 
U

ni
t:

T
T

I 8
m

m
U

ni
ts

:
2

T
ot

al
 C

ap
ac

ity
:

8m
m



T
R

I-C
O

U
N

T
Y

 C
O

M
P

U
T

E
R

 S
E

R
V

IC
E

S
 A

S
S

O
C

IA
T

IO
N

O
T

H
E

R
 IN

F
O

R
M

A
T

IO
N

 

M
E

M
B

E
R

 S
C

H
O

O
L

 D
IS

T
R

IC
T

 S
IT

E
 D

A
T

A

IR
N

M
E

M
B

E
R

 S
C

H
O

O
L

 D
IS

T
R

IC
T

C
O

U
N

T
Y

U
S

A
S

U
S

P
S

S
A

A
S

/E
IS

E
M

IS

06
20

42
A

sh
la

nd
 C

ou
nt

y 
- 

W
es

t H
ol

m
es

 J
V

S
D

A
sh

la
nd

X
X

X
X

04
35

05
A

sh
la

nd
 C

ity
 S

D
A

sh
la

nd
X

X
X

X

04
58

23
H

ill
sd

al
e 

Lo
ca

l S
D

A
sh

la
nd

X
X

X
X

04
54

68
Lo

ud
on

vi
lle

-P
er

ry
sv

ill
e 

E
x 

V
ill

ag
e 

S
D

A
sh

la
nd

X
X

X
X

04
58

31
M

ap
le

to
n 

Lo
ca

l S
D

A
sh

la
nd

X
X

X
X

04
76

88
E

as
t H

ol
m

es
 L

oc
al

 S
D

H
ol

m
es

X
X

X
X

04
76

96
W

es
t H

ol
m

es
 L

oc
al

 S
D

H
ol

m
es

X
X

X
X

04
49

74
W

ad
sw

or
th

 C
ity

 S
D

M
ed

in
a

X
X

X
X

05
05

34
C

hi
pp

ew
a 

Lo
ca

l S
D

W
ay

ne
X

X
X

X

05
05

42
D

al
to

n 
Lo

ca
l S

D
W

ay
ne

X
X

X
X

05
05

59
G

re
en

 L
oc

al
 S

D
W

ay
ne

X
X

X
X

05
05

67
N

or
th

 C
en

tr
al

 L
oc

al
 S

D
W

ay
ne

X
X

X
X

05
05

75
N

or
th

w
es

te
rn

 L
oc

al
 S

D
W

ay
ne

X
X

X
X

04
46

10
O

rr
vi

lle
 C

ity
 S

D
W

ay
ne

X
X

X
X

04
55

91
R

itt
m

an
 E

x 
V

ill
ag

e 
S

D
W

ay
ne

X
X

X
X

05
05

83
S

ou
th

ea
st

 L
oc

al
 S

D
W

ay
ne

X
X

X
X

05
05

26
T

ri-
C

ou
nt

y 
E

du
ca

tio
na

l S
er

vi
ce

 C
en

te
r

W
ay

ne
X

X
X

X

05
05

91
T

riw
ay

 L
oc

al
 S

D
W

ay
ne

X
X

X
X

05
17

14
W

ay
ne

 C
ou

nt
y 

JV
S

D
W

ay
ne

X
X

X
X

04
51

20
W

oo
st

er
 C

ity
 S

D
W

ay
ne

X
X

X
X

T
O

T
A

L
S

: 
 

20
20

20
20



            



88 East Broad Street
P.O. Box 1140
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800-282-0370
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TRI - COUNTY COMPUTER SERVICES ASSOCIATION

WAYNE COUNTY

CLERK'S CERTIFICATION
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